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Microsoft Azure

Three tracks, three exams, two official courses

MCSD: Azure Solutions Architect

P
A
y X .
A Solutions Developer
The globally recognised standard for developer excellence

Microsoft Azure is the cloud for modern business. Get recognised for your expertise covering the full breadth of architecting,
developing, and administering Azure solutions. (New to IT? Learn about MTA certification for new entrants.)

Step  Title Optional training Required exam Certification earned

1 Develaping Micrasoft Azure Solutions Microsoft
CERTIFIED

2 Implementing Microsoft Azure Infrastructure Solutions 533 Sohutions Developer _
Azure Solutions
Architect

3 Architecting Microsoft Azure Solutions Not available

4+70-532: 51 questions, 5 case studies

4+70-533: 49 questions, no case studies

4+70-534: 49 questions, 3 case studies &
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Overview

If I want to eat some pizza | have four options...

Pizza as a Service
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Overview

On-Prem, laa$, PaaS, Saa$

Separation of Responsibilities

MSIA MSDA
On-Premises Infrastructure Platform Software
(as a Service) (as a Service) (as a Service)
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Amazon all offer Engine, Microsoft . . 8\
Microsoft Office 365 .-/
custom VMs Azure Web Apps



Overview

The Cloud

$What is “the cloud”?

» The cloud is about moving the IT functions of an organization to
cheaper and easier to manage infrastructure to reduce capital
and running costs, and improve flexibility and scale

« Typically moved “off-premise” to public (but secure) servers
although there is a concept of a “private cloud”
“Traditionally an organisation directly owns and controls
the hardware & software that provides its IT functions

» Most organisations don’t generate their own electricity, they
use the public grid; IT functions are being treated similarly

« Hospitals or banks or the military might have backup generators
if the expensive is worth it; similarly for “private clouds”
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Overview

Types of Cloud

LConsumer cloud
» Google account (authentication, email, files, apps)
» Dropbox (files)
« Apple iCloud (data, backups)

LiEnterprise cloud

« laaS: Microsoft Azure for Solutions Experts: virtual machines,
virtual networks, authentication, private cloud

» PaaS: Microsoft Azure for Solutions Developers: web apps, cloud
services, APl management, storage, push notifications

« SaaS: Microsoft Office 365, SharePoint Online, Exchange Online,
Skype for Business

#We will focus on Enterprise cloud
\ e
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Overview

Internet of Things (loT)

tiinternet of People, meet the Internet of Things
ftHome automation, self-driving cars, and so on

LiEverything is connected through “the cloud”
* Your mobile phone
« Your car
« Your fridge
« Your home lighting system

#+aka Internet of Threats

» When everything is connected, everything is a potential vector
through which you can be attacked

4Not covered by Microsoft courses or exams
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Overview

Machine Learning

£0nce everything is connected through loT, recording
trillions of activities, we need a way to analyse that
raw data

itMachine learning can use pattern matching and Al to
generate useful information from the data

#Not covered by Microsoft courses (but the 70-534
Architecting exam has some questions)

Azure Machine
Learning

Microsoft Azure Essentials

Lo
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Overview

Application Architecture

The Past
Windows Servers Users need access to systems and
;;\;?_v data when they are in the office
."—‘.E “On-Prem”
Server-side logic, database, and
Appucarmn Logic Data Tier client-side user interface are all

‘ Ter running “on premise”

Presentation / GUI
Tier

The Present
Microsoft Azure Users need access to systems and
data from anywhere, all the time
" ' m “Mobile-First, Cloud-First”
Server-side logic and data
Web Server Database Server storage running in the
cloud; client-side user

interface running on mobile tA.
and via web browsers
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b 4

Overview

Mobile-First, Cloud-First

LMicrosoft CEO Satya Nadella talks about the company’s
“mobile-first, cloud-first” strategy

» “To me, when we say mobile first, it’s not the mobility of the
device, it’s actually the mobility of the individual experience.”

» “The only way you are going to be able to orchestrate the
mobility of these applications and data is through the cloud...
That’s why the juxtaposition of cloud infrastructure and mobile
experiences is where the world is going.”

t*Microsoft’s “cloud” is called Azure

« Microsoft Azure is not one thing
* Microsoft Azure is every IT product running in the cloud

Lo
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Overview

“Lift and Shift” vs. “Cloud Native”

LAzure provides services for “lift and shift” scenarios
that require minimal re-writing of applications
« Virtual Machines: for custom any OS compute workloads
« Cloud Services: for up-to-date Windows compute workloads
» Web Apps: for existing ASP.NET web applications and services
» SQL Database: for existing SQL Server databases

LiAzure provides services for “cloud native” platforms
that require re-writing of applications
« Service Fabric: infinite, flexible compute
« Service Bus: safe, scalable communication
« Storage: Blob, Table, Queue
» DocumentDb, Redis, Data Lake: data storage and analysis

Microsoft Azure

Certifications
1 w .. Micr:
#Three exams - three Specialist certifications b osoft
MSDA | « Developing Microsoft Azure Solutions Aare Soons

MSIA | « Implementing Microsoft Azure Infrastructure Solutions
« Architecting Microsoft Azure Solutions

+Pass all three to earn MCSD Azure Solutions Architect

MCSD | « “This is an interesting certification because you Microsoft

ASA | have to be comfortable with the Developer, IT Pro, CERTIFIED
DevOps and Design/Architecture aspects of the e
Azure platform and can’t just stay within your g

traditional technology silos.” - Sidney Andrews,
author of 20532B: Developing Microsoft Azure Solutions

« Microsoft made this an MCSD certification but they really need a
new category: Microsoft Certified Solutions Architect

—
MCSD: Azure Solutions Architect—Study Resources You Need To Know
https://borntolearn.mslearn.net/b/weblog/archive/2015/05/18/mcsd-azure-solutions-architect-study-resources-you-need-to-know



https://borntolearn.mslearn.net/b/weblog/archive/2015/05/18/mcsd-azure-solutions-architect-study-resources-you-need-to-know

Microsoft Azure Features

Networking

Why Azure Pricing Downloads Marketplace Blog Community Supp]

Popular So Networking

Compute Virtual Network

ExpressRoute

edichted private net

Traffic Manager

Load Balancer

Although all three exams cover
Application Gateway Azure Active Directory they
Highly scalableuebsites with HETRAcad bafagtina afld delivenv.cont| COVer different aspects, e.g.
MSDA covers authenticating a
user with AD, MSIA covers
managing users in AD.

Management

Azure Active Directory

ronize on-prer

*Everything from MSDA and ’
MSIA and these extra top]'cs Multi-Factor Authentication t -—

Microsoft Azure Features

Web & Mobile

Why Azure Documentation i rketplace Blog Community

Web & Mobile

App Service

andMobile apps for any platfor

Web Apps

Quickly create and depldy mission c[itieet¥Web apps that scale witt

Mobile Apps
Suild

nd host the bacfend for any mobile apf

Logic Apps

APl Apps

Easily build and coglsume Cloud A

anagement

APl Management

Notification Hubs

L r tform push notification infrastructure

Mobile Engagement




Microsoft Azure Features

Compute, Media & CDN, Analytics

Compute

MSIA » Virtual Machines.
Provi and Linux

sion Window 1x Virtual Machipss-erd applications in minutes

" Cloud Services

Create highly available, infinitely scalable cloud applications and APIs

Batch

Run larc

Media & C[y scale parallel and batch compute jobs
Media Services RemoteApp
Encode, stor )

Deplc

ws client apps in the cloud, run on any device
| @

t cloud scale Analytics

HDInsight

Provision-managed Ha

Encoding

Studio-grade encoding

Azure Media Playep

Asingle player for gfl of your playback need

Media Intelligence Machine Learning
Enhance the disgoverability and accessibility of media Powerful cloud-based predictive analytics

Content Profection Stream Analytics

Securely delfrer content using AES or Play!

Real-time stream processing

On-demahd Streaming Data Factory
Deliver yhur content to virtually all devices with the scale to meet your busine Orc

and manage data transformation and movement

-—

CDN Event Hubs "\

Deliver content to end users through a robust network of global data centres || Ingest, persist and process millions of events per second .-fl
-

Microsoft Azure Features

Data & Storage, Hybrid Integration, loT services

Data & Storage Hybrid Integration

SQL Database BizTalk Services

M G

Sear integrate the enterprise and the cloud
K
DocumentDB . Service Bus
Managed NoSQ\ documengatabase-as-a-service Connect acrass private and public cloud environments

Redis

Cache Backup
hr ?

v latency data access to build fast and shable applicatior Simple and reliable server backup to the cloud

Storage Site Recovery
Durable, highly a

StorSimple

Hybrid cloud storage Tores es costs and improves data security

Azure Search

Fully-managed search-as-a-servic loT services

SQL Data Warehouse Event Hubs

Elastic data warehouse-as-a-service with enterpriseq Receive telemetry from millions of devices
Stream Analytics

Real-time data stream processing from millions of loT devices

Machine Learning

Powerful cloud based predictive analytics tool to er predictive maintenance

*Everything from MSDA and ’
MSIA and these extra topics Notification Hubs ‘ —

A scalable, push notification engine for quickly sending millions of messages ™ 4




laaS

Cloud Virtual Machines

LMicrosoft, Amazon, and Google all allow a customer to
create virtual machines

£ Those VMs could run Windows Server, Linux, etc.

» A PHP web programmer could choose to deploy her application
to a Microsoft Azure VM running Linux

A C# programmer could choose to deploy his web service to an
Amazon VM running Microsoft Windows Server

» A Ruby on Rails programmer could choose to deploy her web
site to a Google VM running Linux
LAl these developers need hundreds of hours of training
in their language and platform, but only need an hour
or two of training on their cloud platform of choice

» And then the deployment can be automated with scripts too! tf-o
A

laaS

Gartner Reports

“Spending on infrastructure-as-a-
service will rise to $16.5 billion in
2015, according to Gartner, a
whopping increase of 32.8% over
2015 2014 as more companies move
workloads out of their own data

Amazon Web Services @

Microsoft . .
=@ centers and into the public cloud.”
Rakwes Centurylink
W @ . (] @ cooge JR———
o
© ere 2014
Intercute @) @ Microsoft
@csc @ 120 (sctLayer)
. Dimension Data @) ® -
2 NTT Communications “ﬁ'm
§ ot o @ P T
£
2
COMPLETENESS OF VISION As ofiMay 2015
ow
. "@
3
AWS named as a leader in the laaS Magic Quadrant for the 5th consecutive year* },{l
http://aws.amazon.com/resources/gartner-2015-mg-1learn-more PTITET)



http://aws.amazon.com/resources/gartner-2015-mq-learn-more/

laaS

Microsoft vs Amazon vs Google vs Apple

#Cloud (enterprise, not consumer)

« 15t Amazon Web Services
(Gartner says it is 10x its next 14 competitors combined)

« 2 Microsoft Azure (twice as big as Google)
« 314 Google (trailing badly)
« 4th Apple (only to support i0S and Mac OS X consumer apps)

“In previous estimates, Gartner has illustrated how Amazon Web
Services is outstripping its laaS competitors by saying it has five times
the capacity of the 14 largest competing services combined. In the
update, it revised that estimate by doubling it, saying AWS has ten times
the cloud server capacity of those same 14 competitors. Those rivals
include the likes of Microsoft, IBM, and Google.”

Gartner Doubles Estlmate Of Amazon Cloud Dominance /l

Courses

How Much Cloud Content?

L#MCSDWA (9 days), MCSD: Web Applications, 20% cloud

» Note: Two of the three exams have questions about developer
features of Microsoft Azure but they only make up about 20% of
the total questions in the exams.

LMSDA (3 days), Microsoft Specialist: Developing
Microsoft Azure Solutions, 100% cloud

LMSIA (3 days), Microsoft Specialist: Implementing
Microsoft Azure Infrastructure Solutions, 100% cloud

LMCSDASA (7 days), MCSD: Azure Solutions Architect,
100% cloud

« This course is a combination of MSDA and MSIA and one day for
architecture topics.

Lo
L
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http://www.informationweek.com/cloud/infrastructure-as-a-service/gartner-doubles-estimate-of-amazon-cloud-dominance/d/d-id/1320497

Developing Microsoft Azure Solutions

Things You Can Create In Azure in 2015

Developing Microsoft Azure Solutions

What MOC 20532B Covers

Note: Items suffixed with (classic) do not support Resource Groups for grouping related resources.

11



Developing Microsoft Azure Solutions

Spending Limits

4#To protect you from accidentally incurring charges for
usage beyond the included offer amount, we have
introduced the Spending Limit feature.

« All new customers have a Spending Limit of £0. It isn’t available
for pay-as-you-go subscriptions and commitment plans.

» When your usage exhausts the monthly amounts included in your
offer, we will disable your service for the remainder of that
billing month, which includes removing any hosted services that
you may have deployed. The data in your storage accounts and
databases will be accessible in a read-only manner.

« At the beginning of the next billing month, your subscription
will be re-enabled and you can re-deploy your hosted service(s)
and have full access to your storage accounts and databases.

Azure Spending Limit }-/l

https://azure.microsoft.com/en-gb/pricing/spending-Timits,

Developing Microsoft Azure Solutions
Microsoft Azure Status

Azure status
We're having issues.

Current Status History

A\ Network Infrastructure - West Europe - Partial Service Interruption

26 mins ago Starting at 24 Nov, 2015 05:01 UTC customers using Network Infrastructure in West Furope may experience issues accessing
Network services located in this region. Multiple other Azure services in West Europe are impacted by this issue, and these
are detailed in the post below. Engineers have identified a probable root-cause, and are currently working to mitigate. The
next update will be provided within 60 minutes, or as events warrant.

Additionally impacted services - West Europe

1 hr 59 mins ago Multiple services in West and North Europe are impacted by an ongoing Networking issue. Impacted services include: SQL
Database, APl Management, Media Services, Azure Search, App Service | Web App, Service Bus, Event Hubs, Azure Active
Directory B2C, Operational Insights, Key Vault, Virtual Machines, Data Catalog and Stream Analytics. More information will
be provided as it is known .

Azure Status },{l\

https://azure.microsoft.com/en-us/status

12


https://azure.microsoft.com/en-gb/pricing/spending-limits/
https://azure.microsoft.com/en-us/status/

Developing Microsoft Azure Solutions

Microsoft Azure Compliance Certifications

Trustworthy
I More compliance certifications
produl:tivi:y than any other cloud
AZBR
Open & Ku- ) ISO

Hyper-scale flexible @ @
Enterprise FEdRAMP ﬁ%

proven
()
Trustworthy @ @
: PN

Platform for SaaS
extensibility

Microsoft Azure Trust Center: Compliance .'/l
https://azure.microsoft.com/en-gb/support/trust-center/compliance

Developing Microsoft Azure Solutions

Course and Exam Contents

Exam 70-532

Design and Pass = 59% = 30/51 = 700/1000

implement
websites (15-
20%)

Since November 2015
150 minutes total
51 questions in total
26 in main section

Create and 5 case studies (3, 4, 5, 6, 7)
manage virtual
machines (20-
25%)

\§
Exam 70-532 Developing Microsoft Azure Solutions \. ,l\
https://www.microsoft.com/learning/en-gb/exam-70-532.aspx /



https://azure.microsoft.com/en-gb/support/trust-center/compliance/
https://www.microsoft.com/learning/en-us/exam-70-487.aspx

Developing Microsoft Azure Solutions

Exam Results

Azure
Candidate: MARK PRICE Date: 11/22/2015
Candidate 10: M <N Site Number: 47299
Result: PASS Registration: 291801148

Passing Score: 700
Your Score: 712

& Microsoft

532
Developing Microsoft Azure Solutions

Candidate: MARK PRICE
| Candidate ID: MS_
Result: PASS
- Passing Score: 700

Your Score: 772

Performance by exam section

Each section, and its corresponding percentage of the exam, appears to the left of the chart, The length of
the bars represents your section-level performance. Shorter bars reflect weaker performance, and longer
bars reflect stronger performance.

Performance by exam section
Each section, and its corresponding percentage of the exam,
the bars represents your section-level performance. Shorter |
bars reflect stronger performance.

Design and Implement a Storage Strategy (20-25%)

Manage Application and Network Services (15-20%)

Create and Manage Virtual Machines |

Design and Implement Cloud Services (20-25%)

Design and Implement Websites (15-20%)

: : . Warning! The labs have been written 0 O 28
Developing Microsoft Azure Solutions ey o ST VA o

Labs this version manually.

#In the hands-on labs for 20532B you will take an
existing ASP.NET web application and extend the
application using various Azure services.

« You will get most out of it if you have experience with ASP.NET

MVC and Entity Framework and WCF and so on, for example, by
completing Firebrand’s MCSD Web Applications course.

4#To perform the labs you can work in a virtual machine
environment hosted entirely in Azure.

« Your host machine only requires a compatible browser and an
application that supports the Remote Desktop Protocol.

LiAlternatively, you can install Visual Studio 2015
Community Edition to work locally which can be
quicker for labs that don’t need deployment to Azure.\‘,_{

P
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Developing Microsoft Azure Solutions

Microsoft Azure Learning Pass

e L Create a new Microsoft account
rather than use an existing one if it
has already been associated with an
MSDN subscription.

re Pass, so for a limited time period, you can try Azure for free

MOKUXBSST7ESV [ Suomia}

This Azure Pass offer provides the following:
+ $100 USD monthly credits (converted to local currency)
+ 1 month duration
« View offer details

Get started now:

Oean
B" Micresoft

e 51w et e, S35 U
Microsoft Azure Pass
https://www.microsoftazurepass.com/howto

‘,\

Microsoft Azure Pass }./l
http://www.microsoftazurepass.com

Further Study
Microsoft Azure

LMicrosoft Azure is changing so fast that printed
books are not the best choice

#iRead the official online documentation

Microsoft Azure
http://msdn.microsoft.com/en-us/library/windowsazure/dd163896.aspx

1iKeep up-to-date with ScottGu’s blog

ScottGu's Blog — Azure Tags

http://weblogs.asp.net/scottgu/archive/tags/Azure/default.aspx

#You can download a 211 page PDF about “Building
Real-World Cloud Apps with Windows Azure”

Bwldlng Real World Cloud Apps W|th Wlndows Azure
build:

Lintroduction To Windows Azure Training

l http://www.microsoftvirtualacademy.com/training-courses/introduction-to-windows-azure l \/\

15


http://www.microsoftazurepass.com/
https://www.microsoftazurepass.com/howto
http://www.asp.net/aspnet/overview/developing-apps-with-windows-azure/building-real-world-cloud-apps-with-windows-azure/introduction
http://msdn.microsoft.com/en-us/library/windowsazure/dd163896.aspx
http://weblogs.asp.net/scottgu/archive/tags/Azure/default.aspx
http://www.microsoftvirtualacademy.com/training-courses/introduction-to-windows-azure

Further Study

Free Microsoft Azure-Related eBooks

Azure Web Apps| (Azure Machine| Azure
for Developers Learning Automation

Micrasatt Azure

Free eBooks from Microsoft Press
http://www.microsoftvirtualacademy.com/ebooks

Further Study

Microsoft Connect 2015 Videos

What's New for Azure Developers (Azure SDK 2.8)

https://channel9.msdn.com/Events/Visual-Studio/Connect-event-2015/602

Building your first Service Fabric application
https://channel9.msdn.com/Events/Visual-Studio/Connect-event-2015/912

What's new in Azure Redis Cache
https://channel9.msdn.com/Events/Visual-Studio/Connect-event-2015/910

What's new in Azure SQL Database for Developers
https://channel9.msdn.com/Events/Vvisual-Studio/Connect-event-2015/901

Introduction to Azure loT Suite and loT Hub for developers
https://channel9.msdn.com/Events/visual-Studio/Connect-event-2015/900

Scott Hanselman'’s best demo! IoT, Azure, Machine Learning & more
https://channel9.msdn.com/Events/visual-Studio/Connect-event-2015/061

16


http://www.microsoftvirtualacademy.com/ebooks
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Module 1
Overview of the Microsoft
Azure Platform

Developing
Microsoft Azure Solutions

Updated 29t November 2015
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Overview of the Microsoft Azure Platform

Features
£+ Compute (load-balanced) 4rData
« Virtual Machines: any O.S. « Storage
» Cloud Services: Web or Worker « Table: non-relational entities
Roles (pre-created VMs for « Queue: smooth workload

Windows Server platforms)

« Blob: images, videos, files
» Web Apps*: shared (no RDP)

« Files: persistent file system

4 Caching for scalability - SQL Database: relational
» Content Delivery Network (CDN) « DocumentDb: non-relational
* Redis « Data Lake: hybrid

4+ Service Bus for messaging 4 Authentication
« Relay: safe message exchange « Active Directory (AD)

« Queue: smooth workload
« Topic: publish/subscribe
« Notifications: for mobile apps 2

7

Microsoft Azure * Previous known as Azure Websites }—/
http://azure.microsoft.com,



http://azure.microsoft.com/

Overview of the Microsoft Azure Platform

Two GUI Portals

Microsoft Azure

Windows Azure

s all items https://manage.windowsazure.com
J— Storage Accoun
J——
wnzeszmjp
migns2itdud
WMPaduance
' *‘é
> & osoft Azure Microsoft Azure
https://portal.azure.com,
. Service health Biling
azms VAL STUBHG ULTIVATE WaTH M
e
|90.42w
ég sumschenons
5 © o
g A a
< fe) ] gl
o b [
Warning! The new portal introduces the concept of Resource Groups
which are not available in the old one. Be careful when creating some Funning
resources. To put them in a resource group you must use the new portal.
- T T T

Overview of the Microsoft Azure Platform

Some Features Require the Old Portal

#iindicates a link to the old portal or external site

MARKETPLACE

Compute

Azure DocumentD

Web + Mobile Storage account

- Redis Cache

Data + Storage
Data + Analytics
Internet of Things
Networking

Media + CDN

Azure Search

a Searc!

Hybrid Integration

Security + Identity
StorSimple 1 4

Developer Services A

Management

Container Apps

RECENT



https://manage.windowsazure.com/
https://portal.azure.com/

Overview of the Microsoft Azure Platform

Filter By Subscription

Subscriptions @ markjprice®msn.com

41f you have multiple
subscriptions linked
to your Microsoft
account then you
can filter by
subscription

FILTER BY SUBSCRIPTIONS: LOCATION Fel

W Select All

North Europe
West Europe
Visual Studio Ultimate with MSDN West Europe
West Europe

Web Apps

North Europe

Europe, United States

| Visual Studio Ultimate with MSDN (b3b393e6-cce0-4615-a805-37a7db1a5a3d)

NAME RESOURCE GROUP STATUS PRICING TIER
(30 app20532 Default-Web-WestE... Running Free
‘[—.
s : .
\é‘_‘ azuredemo2015 Default-Web-WestE... Running Free

Overview of the Microsoft Azure Platform

Limits, Quotas, and Constraints

Storage Limits

Standard Storage Limits

RESOURCE DEFAULT LIMIT

Max number of storage accounts per subscription 100

TB per storage account 500 TB

Max number of blob containers, blobs, file shares, tables, queues, entities, or messages per Only limit is the 500 TB sterage account capacity

storage account

Ma size of a single blob container, table, or queue 500 TB

Max number of blocks in a block blob or append blab 50,000

Ma size of a black in a block blob or append blob amB

Max size of a block blob or append blob 50,000 X 4 MB (approx. 195 GB)
Ma size of a page blob 178

Max size of a table entity 1MB

Max number of properties in a table entity 252

Max size of a message in a queue 64 KB

Azure Subscription and Serwce Limits, Quotas, and Constraints },{l

https: o ft. b/documentation/articles/azure-subscription-service-1limits



https://azure.microsoft.com/en-gb/documentation/articles/azure-subscription-service-limits/

Virtu.

Virtual Servers in the Cloud

Overview of the Microsoft Azure Platform

Amazon Web Services for Developers

Storage & Content
Compute | Delivery
al Servers Object Storage
Amazon EC2 ‘ Amazon S3

Scalable Storage in the Cloud

r

Run and Manage Web Apps

> App Deployment
CDN

asti
AWS Elastic Beanstalk : Amazon CloudFront

Auto

.:.

Automatic Elasticity

Global Content Delivery Network

Scaling
caine Block Storage

i Amazon EBS

EC2 Block Storage Volumes

Auto Scaling

Run Your Code in Response to Events

AWS Lambd.

Mobile Services |

AWS
http:

Database

@ Amazon RDS

Managed Relational Database Service for
Amazon Aurora, MySQL, PostgreSQL,
Oracle, SQL Server, and MariaDB

NoSQL

@ ~mazon DynamoDB

Fast, Predictable, Highly-scalable NeSQL
data store

.
¥ Amazon ElastiCache
In-Memory Caching Service

‘ Application Services

Development Notificati Queusing
® AWS Mobile SDK il Amazon SNS @ Amazon 5QS y
Mobile Software Development Kit || piatform Notifications, Updates & Message Queue Servica \‘ -{

Promotions

P

aws . amazon . com



http://aws.amazon.com/

o Module 2
Establishing a Development Environment
using Azure Virtual Machines

Developing

Microsoft Azure Solutions

Updated 29t November 2015
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Establishing a Development Environment using Virtual Machines

Microsoft Server Products on Azure VMs

L#Which version of Microsoft server products are officially

supported on Azure VMs?

« BizTalk Server 2013 and later

» Dynamics AX 2012 R3 and later

» Dynamics CRM/GP/NAV 2013 and later
« Exchange 2013 and later

« HPC Pack 2012 and later

« Project Server 2013 and later

« SharePoint 2010 and later

« SQL Server 2008 and later

» Team Foundation Server 2012 and later
» Windows Server 2008 R2 and later (most roles)

y)
b 4

Microsoft server software support for Microsoft Azure virtual machines .7

support.microsoft.com/en-us/kb/2721672



https://support.microsoft.com/en-us/kb/2721672

Establishing a Development Environment using Virtual Machines

VM Disks

LAl Azure virtual machines have at least two disks - an
operating system disk and a temporary disk.
« The operating system disk is created from an image, and both
the operating system disk and the image are actually virtual

hard disks (VHDs) stored as page blobs in a standard or premium
storage account.

» Three copies of the OS disk are created for high durability.

$iVirtual machines also can have one or more data disks,
that are also stored as VHDs.

y)
v

About disks and VHDs for Azure virtual machines
ft. b/d

Establishing a Development Environment using Virtual Machines

VM Sizes

#iBasic: no load balancing or auto scale

Note: If you
choose a D2
Standard
instead of an
A3 Standard
for Lab 2
(because Visual
. : . Studio works

: SSD, DS series: best with an
SSD local drive)
then the
storage account
used for the
VHDs must be
Premium.



https://azure.microsoft.com/en-gb/documentation/articles/virtual-machines-disks-vhds/

Establishing a Development Environment using Virtual Machines

Starting and Connecting to a VM

£10nce you receive a notification that a VM has been
successfully deployed you can view it’s properties

« At the top you can choose Connect which will download a .rdp

file that when opened will establish a remote desktop protocol
connection and window

‘Windows Security - A Remote Desktop Connection -l
- vs2015azure27 . r— e
Enter your credentials I ertily o e it

- These credentials will be used to connest to 22,101.56.34, 15 you wan lo connect anyway?

The remole compuler conid net be auhenticaled dus 1o problame with Ts

wacutty cenficate. R may ba Lreafa 10 procesd

o - T Cottcterame
[N\ markgprice | Mame In the cerficate from fhe romate computar

Settings Connect H ™ btz

Certfcae
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Establishing a Development Environment using Virtual Machines

Stopping a VM

4Shutting down a virtual machine from inside the VM

sets its status to Stopped but you are still being
charged for resources!

« Use the portal to Stop the VM and wait for its status to be
Stopped (deallocated)

I vm20532SDK26

vm205325DK26
Vm205325DK26 Stopped (deallocated)

Stopped North Eurape

North Europe Windows

b3b393e6-cce0-4615-a805-37a7dblaSa3d  Standard A1 (1 core, 1.75 GB memory)




Establishing a Development Environment using Virtual Machines

Monitoring a VM

#1Click Edit on the Monitoring chart to add metrics

- vs2015azure27 Edit Chart

o3 -

Seftings  Connect

Essentials Time Range

Monitoring [©) pasthour today pastweek custom

CPU utilization and Memory usage past hour Chart type @

Bar Line

CPU frequency
CPU privileged time
CPU user time

CPU utilization

Disk active read time
Disk active time

Disk active write time

Disk average queuc length

Establishing a Development Environment using Virtual Machines

Lab Changes

tAzure Learning Pass includes a licence to use pre-
configured VMs with Visual Studio 2015 but choose one
that does NOT include the latest Azure SDK

e Manually install Azure SDK 2.6

Marketplace

Marketplace Compute

Internet of Things




Establishing a Development Environment using Virtual Machines

Visual Studio Installation

LiDownload and install Visual g Visual Studio
Studio 2015 Community
« Microsoft SQL Server Data Tools
» Microsoft Web Developer Tools
« PowerShell Tools for Visual Studio
« Git for Windows
« GitHub Extension for Visual Studio

ity 2015

2.10

Establishing a Development Environment using Virtual Machines

SQL Server LocalDB Installation

iInstall SQL Server 2012 LocalDb

« ...because although Visual Studio 2015 installs SQL LocalDb 2014,
the labs expect SQL LocalDb 2012

LMicrosoft SQL Server has many editions

« Microsoft SQL Server Express is free but installs as a Windows
Service

« Microsoft SQL Server LocalDB runs as an application so is a
better choice for a simple local data store and is installed with
Microsoft Visual Studio 2012 and later automatically

#LocalDB server names

« Visual Studio 2012/2013 uses SQL Server 2012:
(localdb)\v11.0

« Visual Studio 2015 uses SQL Server 2014: ‘,_.
(localdb)\MSSQLLocalDB /I

y)
b 4



Establishing a Development Environment using Virtual Machines

Clone the Lab Files

#n the Team Explorer
« Clone from:

https://github.com/MicrosoftLearni

ng/20532-
DevelopingMicrosoftAzureSolutions

« Clone to: C:\Allfiles\

Warning! If you clone to desktop then the paths will
be too long for NuGet packages to be deployed.

$tUse the *.md files at that URL to
view updated lab instructions
and lab answers

Note: Although Microsoft have re-branded Azure to remove Windows
in the name many of the .NET assemblies and namespaces follow this
naming convention: Microsoft.WindowsAzure.*

Team Explorer - Connect
@¥ ¢

Connect

4 Hosted Service Providers

n Visual Studio Online

O GitHub

collaboration, co ew, and cox
management for open source and private projects.

4 Local Git Repositories

hub.co

pingMicrosoftAzureSolutions.git

Users\Student\Source\Repos\20532

Clone


https://github.com/MicrosoftLearning/20532-DevelopingMicrosoftAzureSolutions
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Azure Platform
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Hosting Web Applications on the Azure Platform

How to Fix the Demo (1 of 3)

*Note

« Students do not need to do the demo to compete Lab 3.

4In the project Contoso.Events.Documents

« Expand References, right-click and remove the broken assembly
reference to DocumentFormat.OpenXml.

« Right-click the project and choose Manage NuGet Packages,
search for “openxml” and then re-install the package.

NuGet Package Manager: Contoso.Events.Documents

Package source: nugetorg M Filter: | All - [ include prerelease openxml I

& -
* DocumentFormat.OpenXml (/] e DocumentFormat.OpenXml
e Unofficial packaging of Microsoft's OpenXML SDK 2.5

4Rebuild the solution to restore all other packages. Voo
L



Hosting Web Applications on the Azure Platform

How to Fix the Demo (2 of 3)

LiEnsure SQL Server 2012 Express LocalDb (64-bit) is
installed.

4In the Contoso.Events.Data.Generation project, modify
App.config connection string to use Initial Catalog =
EventsContextModule3Demo

#iStart the Microsoft Azure Storage Emulator.

4In the project Contoso.Events.Web
« In the file RegisterController.cs, modify to use dev. account:

var storageAccount = CloudStorageAccount.DevelopmentStorageAccount;

Do the same in the project Contoso.Events.ViewModels

« In the file RegisterViewModel.cs
: L
7

Hosting Web Applications on the Azure Platform

How to Fix the Demo (3 of 3)

4%#The sample data uses MM/DD/YYYY format so change
your language preferences to English (United States).

» Note: If you have created a new Azure VM then you will already
be using English (US) by default.

e
“ R F W

4Set Location to null in the sample data code if you get
number format errors e.g. in regions like Germany
where dots and commas are swapped. \t’-{



Hosting Web Applications on the Azure Platform

How to Complete the Lab

#You can choose to use either the new or old portals

« Both will create the same type of Web App + SQL option but
the old portal has easier options to understand.

Note: Websites are now named Web Apps and Web Hosting Plans are now named App Service plans.

4To Debug the solution, right-click the
Contoso.Events.Management project and choose Set
as StartUp Project, then press F5 or click Start button.
» Make sure that you remove the broken reference to

DocumentFormat.OpenXml assembly, install the latest version
of it using NuGet, and rebuild the solution.

\ e

y)
v

Hosting Web Applications on the Azure Platform

Microsoft Azure App Service

L#What is the Azure App Service?

» App Service = Web Apps + Mobile Services + Logic Apps +
API Apps + connectors for common SaaS$ like Salesforce

« App Service pricing is the same as the old Websites offering

Azure App Service

® El

WEB APPS MOBILE APPS
Web apps that scale with your Build Mobile apps for any
Dusiness. Gevice

& e

LOGIC APPS AP| APPS

Automate 5 process Eashy bulkd and consume
across 335 and on-premises APis in the doud

\ e

Announcing the new Azure App Service ""f
http://weblogs.asp.net/scottgu/announcing-the-new-azure-app-service

y)
b 4



http://weblogs.asp.net/scottgu/announcing-the-new-azure-app-service

Hosting Web Applications on the Azure Platform 3.7

Four Models for Bu1ldmg and Runmng Apps (1 of 2)

Cloud Services is
the oldest option
and only supports
.NET 4.5 by default.

nemanees (@ @110 [@ [@ |0 |0

GALLERY $
queues (EEIE
VIRTUAL
MACHINES

WORKER o) o) o)

ROLES TYPE: X
STORAGE — - - r - % @ @
01 vHo 2 wHD 3

sqL DB Blobs/files Tables/NoSQL

HYPERVISOR I

STORAGE SOLUTIONS

Hosting Web Applications on the Azure Platform 3.8

Four Models for Building and Running Apps (2 of 2)

4. Mobile Services
e :
Web Apps is the newest option and now supports Windows Phéﬂe Windows Store
WebJobs so that there is less need for Cloud Services. ios ios
Android Android

,1\, LOAD BALANCER HTML 5/J5
GALLERY

STANDARD LOAD BALANCER

STORE DATA IN THE CLOUD

£ 0 @ ¢

Table
Schedules
Custom API
USER AUTHENTICATION

L4

PUSH NOTIFICATIONS

’
ASPNET @puthen’ neded @ -ﬂ-m: ! 8

FRAMEWORKS




Hosting Web Applications on the Azure Platform

Autoscaling App Service Plans

1Autoscale will never take your service below or above
the boundaries that you set, no matter your load.

Scale by CPU Percentage v Resource
Desertiy Automaticaly scale up or down based on CPU Percentage. Choose an average valus bpmdemo? (serverfarms) hd
escnphios you want to target, Metric name
[ 5 E ::| 10 Disk Queue Length v
Operator
Target range | 40 T | 80 Greater than v
Threshoid

5

#The average value is calculated across

Duration {minutes)

all instances over the specified e —
Duration (e.g. 20 mins) v
« A scale out will happen when the average e .
CPU exceeds the maximum you define, 1
likewise, a scale in will happen whenever e Cool down
the average CPU drops below the minimum. is how long this

rule should wait

after the previous
scale action to
scale again.

Scale instance count manually or automatlcally
https://azure.microsoft.com/en-us/documentation/articles/insights-how-to-scale.

Hosting Web Applications on the Azure Platform

Controllers with Same Name o gl oo ]
BREAP ]

[5] Selution 'AreasDeme’ (1 project)

4By default, controllers must have T Pr——

24| Properties

unique names within an MVC project, = Reerences

. . 3 App_Data
even with multiple areas e
= [Zr Centrollers
L3 Models
3 Views
#] AreaRegistration.cs

» To reuse a controller name in an area you
must specify the root namespace when
registering the default route by passing an e
array of string - £ Content

- [ Controllers
- @] AccountController.cs

- [ Models
Warning! The Web API project template creates an area that works [ Scripts
fine locally but throws exceptions when deployed to Azure Web [ Views
Apps so you must use this technique to fix the issue. &) Global.asax
----- [ Web.config
4 m ] »
Class Vi
routes.MapRoute("Default"”, // Route name pp ey
"{controller}/{action}/{id}", // URL
new { controller = "Home", action = "Index", id = "" }, // Defaults
‘ new[] { "AreasDemoWeb.Controllers" } // Namespace th
: L
b4


https://azure.microsoft.com/en-us/documentation/articles/insights-how-to-scale/

Hosting Web Applications on the Azure Platform

WebJobs

#Run a Console application (or script) inside a Web App
for background processing.

New Project ? X
b Recent NET Framework 46 = Sort by: Default -] 2= Search Installed Templates (Ctrl+E) P -
4 Installed .
O haure Cloud Service Visual €2 Type: Visual C#
4 Templates A project template for creating Weblobs
4 Visual o b Get Microsoft Azure SDK for NET Visual C# which allow you te run programs in your
b Wind Azure Web Apps.
indows pm )
Web S—I ASP.NET Web Application Visual C#
Android
- [Cloud Azure Weblob Visual C#
Extensibility
v ios L_D Azure Mbile App Visusl C#
Mabile Apps
MonoGame ED Azure Mobile Service Visual Co
Reporting
¢ Azure Resource Group Visual C#

Silverlight

Introducing Windows Azure WebJobs

http://www.hanselman.com/blog/IntroducingwindowsAzurewebJobs.aspx ‘,

Run Background tasks with WebJobs .-/l
o mentation/articles/web-sites-create-web-job.

Hosting Web Applications on the Azure Platform

WebJob Entry Point and Configuration

4%#The entry point and Storage account configuration for
logging to dashboard and application data storage

using Microsoft.Azure.WebJobs;
namespace WatermarkImageWebJob
{
public class Program
{
static void Main()
{
var host = new JobHost();
host.RunAndBlock(); DefaultEndpointsProtocol=https;
} AccountName=[accountname];
} AccountKey=[accesskey];
} ]
<connectionStrings> !
<add name="AzureWebJobsDashboard" connectionString="" />
<add name="AzureWebJobsStorage" connectionString="" />

Create a .NET WebJob in Azure App Service i i ] }‘_/l



https://azure.microsoft.com/en-gb/documentation/articles/web-sites-create-web-jobs/
http://www.hanselman.com/blog/IntroducingWindowsAzureWebJobs.aspx
https://azure.microsoft.com/en-gb/documentation/articles/websites-dotnet-webjobs-sdk-get-started/

Hosting Web Applications on the Azure Platform

WebJob Functions

#iUse attributes to specify triggers to run static methods

using System.IO;
using Microsoft.Azure.WebJobs;
namespace WatermarkImageWebJob

{
public class Functions
{
public static void ProcessQueueMessage(
[QueueTrigger("queue")] string message,
TextWriter log)
{
log.WriteLine(message);
}
public static void ApplyWatermark(
[BlobTrigger("input/{blobname}.png")] Stream input,
[Blob("output/{blobname}-watermark.png")] Stream output)
{
input.CopyTo(output);
}
}
}

y)
v
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Storing SQL Data in Azure 4.2

How to Fix the Lab

4If the lab does not compile
» Remove and re-install the DocumentFormat.OpenXml assembly
package.
« Rebuild the solution.

41f you are not using the VM (that will already be set up
to use US English) then you will need to configure
Control Panel to add a language for English (US) and
move it to the top and then restart Visual Studio.

#You will need to manually create a deployment
package instead of using the Ul, and then manually
import the package into the portal.



Storing SQL Data in Azure
SQL Database Features and Pricing

P1 Premium % P2 Premium P4 Premium P6 Premium P11 Premium

100 DTUs 200 DTUs 500 DTUs 800 DTUs 1750 DTUs

Up to 500 GB Up to 500 GB Up to 500 GB Up to 500 GB Up to 1024 GB

568.14 1.136.27 2.272.55 4.276.37
SO Standard S$1 Standard S2 Standard S3 Standard B Basic

10 DTUs 20 DTUs 50 DTUs 100 DTUs 5 DTUs

Up to 250 GB Up to 250 GB Up to 250 GB Up to 250 GB B Upto2GB

M Point In Time Restore
Basic: 7 days
Auditing Auditing Auditing Auditing Standard: 14 days
- A Premium: 35 days

Available only for la...

91.63

Code First Run-Time Model
Define the Entities for the Model

iCreate the entities for the model by defining POCO
(“plain old CLR object”) classes

{ Use HashSet<T> for storing collections because it is faster than List<T>

public class Category {
public Category() { Products = new HashSet<Product>(); }
public int CategoryID { get; set; }
public string CategoryName { get; set; }
public virtual ICollection<Product> Products { get; set; }

public class Product {
public int ProductID { get; set; }
public string ProductName { get; set; }
public string CategoryID { get; set; }
public virtual Category Category { get; set; }

{ Relationships MUST be virtual to support lazy-loading

Tutorial: Code First with EF

http://codefirst.codeplex.com

Define: What is a HashSet? }./}

http://stackoverflow.com/questions/4558754/define-what-is-a-hashset



http://stackoverflow.com/questions/4558754/define-what-is-a-hashset
http://codefirst.codeplex.com/

Code First Run-Time Model

Define a Context for the Model

:Define a context that derives from DbContext and has a
typed DbSet<TEntity> for each class in my model

public class Northwind : DbContext ’usmg System.Data.Entity;

{
public DbSet<Category> Categories { get; set; }
public DbSet<Product> Products { get; set; }
<connectionStrings>

<add name="Northwind"
providerName="System.Data.SqlClient"
connectionString="Data Source=(localdb)\v11.0;
Initial Catalog=Northwind;
Integrated Security=true;" />

« If you do not specify a connection string then DbContext creates
a database for you on .\SQLEXPRESS which will be named after
the fully qualified name of your derived context

Lo
L

Code First Run-Time Model

Database Initializers

#System.Data.Entity has several initializers

« CreateDatabaselfNotExists<TContext>: will recreate and
optionally re-seed the database only if the database doesn’t
exist

» DropCreateDatabaseAlways<TContext>: will always recreate
and optionally re-seed the database the first time that a
context is used in the app domain

» DropCreateDatabaselfModelChanges<TContext>: will delete,
recreate, and optionally re-seed the database only if the model
has changed since the database was created

» MigrateDatabaseToLatestVersion<TContext,
TMigrationsConfiguration>: will use Code First Migrations to
update the database to the latest version

« For all, create a derived class and override the Seed method

s
Database.Setlnitializer<TContext> Method },/l
http://msdn.microsoft.com/en-us/Tibrary/gg679461(v=vs.113).aspx



http://msdn.microsoft.com/en-us/library/gg679461(v=vs.113).aspx

Code First Run-Time Model

Modifying Entities and Saving Changes

using (var db = new Northwind())
// context can automatically open and close connection
// multiple times unless you explicitly manage it yourself
db.Database.Connection.Open();

var categories = await db.Categories.ToListAsync();

var tolInsert = new Category { CategoryName = "Foods" };
db.Categories.Add(toInsert);

XxxAsync methods are

var toModify = db.Categories.Find(5); available in EF 6 and later

toModify.CategoryName = "Changed";

var toDelete = db.Categories.Find(9);
db.Categories.Remove(toDelete);

int recordsAffected = await db.SaveChangesAsync(); // => 3

db.Database.Connection.Close();

}

DbContext.SaveChangesAsync Method },/l

https://msdn.microsoft.com/en-us/1ibrary/dn220070(v=vs.113) .aspx

Code First Run-Time Model

Annotations

#You can apply annotations to your model
1

using System.ComponentModel.DataAnnotations;

[Table("t_categories™)]

public class Category

{
[Key] [Column("col_ref")]
public int Reference { get; set; }
[MaxLength(20, ErrorMessage="20 chars max!")]
public string CategoryName { get; set; }

» Table, Column: to rename tables and columns
« Required, StringLength, MaxLength: to validate input
« InverseProperty, ForeignKey: to define relationships

» Key, ConcurrencyCheck, DatabaseGenerated, Timestamp,
NotMapped, ComplexType

System ComponentModel. DataAnnotations Namespace ] }‘_/l



https://msdn.microsoft.com/en-us/library/dn220070(v=vs.113).aspx
http://msdn.microsoft.com/en-us/library/system.componentmodel.dataannotations(v=vs.110).aspx

Code First Run-Time Model

Fluent API

#iFluent API is an alternative to using Data Annotations
that avoids cluttering your POCOs

public class Northwind : DbContext

{
protected override void OnModelCreating(DbModelBuilder modelBuilder)

{
modelBuilder.Entity<Supplier>().Property(s => s.Name).IsRequired();

#How to use fluent API for complex relationships

modelBuilder.Entity<Book>()
.HasOptional(b => b.FirstAuthor)
.WithMany(a => a.BooksAsFirstAuthor);
modelBuilder.Entity<Book>()
.HasOptional(b => b.SecondAuthor)
.WithMany(a => a.BooksAsSecondAuthor);

fw
Configuring/Mapping Properties and Types with the Fluent API i/l\
http://msdn.microsoft.com/en-us/data/jj591617#2.4

Code First Run-Time Model

Conventions

LiPrimary key convention
« Code First infers that a property is a primary key if a property is
named “ID” (case-insensitive) or “classnamelD”...
» ... and if the type of the property is numeric or GUID it will be
configured as an identity column
#Custom primary key convention

» With the following any property in our model named Key will be
configured as the primary key of whatever entity its part of

protected override void OnModelCreating(DbModelBuilder modelBuilder)

{
modelBuilder.Properties()
.Where(p => p.Name == "Key").Configure(p => p.IsKey());

Code First Conventions

http://msdn.microsoft.com/en-gb/data/jj679962.aspx t’
Custom Code First Conventions (EF6 onwards) },{l\
http://msdn.microsoft.com/en-gb/data/jj819164



http://msdn.microsoft.com/en-us/data/jj591617#2.4
http://msdn.microsoft.com/en-gb/data/jj819164
http://msdn.microsoft.com/en-gb/data/jj679962.aspx

Code First Run-Time Model

Migration Support

#For example, if you wanted to add a new column to a
Blogs table called Url

public partial class AddBlogUrl : DbMigration
{

public override void Up()
AddColumn("Blogs", "Url", c => c.String());
}

public override void Down()

DropColumn("Blogs", "Url");

¥
}
s
EF 4.3 Released },‘d\
http://blogs.msdn.com/b/adonet/archive/2012/02/09/ef-4-3-released.aspx



http://blogs.msdn.com/b/adonet/archive/2012/02/09/ef-4-3-released.aspx
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Transient Fault Handling

What Is It?

L#When you’re designing a real world cloud app, one of
the things you have to think about is how to handle
temporary service interruptions.

 You can frequently get little glitches that are typically self-

healing, and if you aren’t prepared to handle them intelligently,
they’ll result in a bad experience for your customers.

#Use smart retry/back-off logic to mitigate the effect of
transient failures.

« Instead of throwing an exception and displaying a not available
or error page to your customer, you can recognize errors that
are typically transient, and automatically retry the operation
that resulted in the error, in hopes that before long you’ll be

successful.
t’\
Transient Fault Handling 8 l
http: p.net/aspnet/overview/developing-apps-with-windows-azure/building-real-world-cloud-apps-with-windows-azure/transient-fault-handling /



http://www.asp.net/aspnet/overview/developing-apps-with-windows-azure/building-real-world-cloud-apps-with-windows-azure/transient-fault-handling

Transient Fault Handling

Implementing Smart Retry Logic

#iSeveral ways you can implement smart retry logic.

» Microsoft Patterns & Practices group has a Transient Fault
Handling Application Block that does everything for you if
you’re using ADO.NET for SQL Database access (not through
Entity Framework).

var policy = RetryPolicy.Create<SqlAzureTransientErrorDetectionStrategy>(
retryCount: 3, retryInterval: TimeSpan.FromSeconds(5));
using (var conn = new ReliableSqlConnection(connStr, policy))

« EF6 builds in this kind of retry logic.

public class EFConfiguration : DbConfiguration

{
public EFConfiguration()
AddExecutionStrategy(() => new SqlAzureExecutionStrategy());
3
Transient Fault Handling Application Block },/l
http://msdn.microsoft.com/en-us/Tibrary/dn440719 (v=pandp.60) .aspx



http://msdn.microsoft.com/en-us/library/dn440719(v=pandp.60).aspx

Managing Cloud Services in Azure
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Configuring Azure Virtual Machines

ServiceDefinition.csdef Defines:
(changes require a new - Endpoints for communicating between VMs
deployment) - Size of VM and upgrade domain count

- Modules for diagnostics, RDP, and so on

- Certificates (location)

- Startup tasks and environment variables
- Configuration settings to load from .cscfg

ServiceConfiguration.cscfg Configures:

(changes can be applied “live” - Number of instances of each type of VM
BUT beware that some will cause - Certificates (thumbprint)
arestart e.g. certificates) - Values of configuration settings

WebRole.cs, WorkerRole.cs Custom code executed when the VM:
- OnStart, Runs, OnStop
- Changes to configuration

Global.asax Application_Start and _End events

Web.config Normal ASP.NET and IIS configuration

Azure Service Definition Schema (.csdef File)
https://msdn.microsoft.com/en-us/library/azure/ee758711.aspx

Azure Service Configuration Schema (.cscfg File)
https://msdn.microsoft.com/en-us/library/azure/ee758710.aspx



https://msdn.microsoft.com/en-us/library/azure/ee758710.aspx
https://msdn.microsoft.com/en-us/library/azure/ee758711.aspx

Managing Cloud Services in Azure

Endpoints in Service Definition Files

#%ServiceDefinition.csdef

« Contains the definitions for the roles available to a service,
specifies the service endpoints, and establishes configuration

<ServiceDefinition ...>
<WebRole name="web-role-name" ...
<Endpoints>

<InputEndpoint name="endpoint-name" protocol="HTTP" port="80" ...
<InternalEndpoint ...

<InstanceInputEndpoint ...

« InputEndpoint: an endpoint to a role from the external world

« InternalEndpoint: available only to other role instances running
within the service

« InstancelnputEndpoint: associated with a specific role instance
by using port forwarding in the load balancer

‘V.“
WebRole Schema ."/l
http://msdn.microsoft.com/en-us/1ibrary/windowsazure/gg557553.aspx

Managing Cloud Services in Azure

Startup Tasks (ServiceDefinition.csdef)

LiPerform operations before a role starts

« e.g. installing a component, registering COM components,
setting registry keys, or starting a long running process

« executionContext: limited (same as role), elevated (admin)

« taskType: simple (synchronous, wait for completion one at a
time), foreground or background (asynchronous)

Warning! You cannot directly call a PowerShell
script so you must have a batch file that calls
PowerShell to run the .ps1 script instead.

<Startup>
<Task commandLine="Startup.cmd"
executionContext="1limited" taskType="simple" >
<Environment>
<Variable name="MyVersionNumber" value="1.0.0.0" />
</Environment>
</Task>
</Startup>

Run Startup Tasks in Windows Azure },/l
http://msdn.microsoft.com/en-us/1ibrary/windowsazure/hh180155.aspx



http://msdn.microsoft.com/en-us/library/windowsazure/gg557553.aspx
http://msdn.microsoft.com/en-us/library/windowsazure/hh180155.aspx

Managing Cloud Services in Azure

RoleEntryPoint and RoleEnvironment Events

#When you create Cloud Service projects each role will
have a WebRole.cs or WorkerRole.cs

« Derives from RoleEntryPoint which has three methods you can
override: OnStart, OnStop, Run

« Can handle events on RoleEnvironment class
« Changed, Changing: if the configuration is changed
« StatusCheck, Stopping

public class WebRole : RoleEntryPoint

{
public override bool OnStart() void RoleEnvironment_Changing(
{ object sender,
RoleEnvironment.Changing RoleEnvironmentChangingEventArgs e)
+= RoleEnvironment_Changing; {
return base.OnStart(); // true Log(e,changes);
‘ e.Cancel = true; // causes a restart
Y
5
Lev‘?rabgrl'gr?tttigceotiﬁl)iE:t?vlg‘odlnrtess com/20. ing- = i = = .7‘

Managing Cloud Services in Azure

Run Method

%#The Run is considered the Main method for your
application

« Overriding the Run method is not required; the default
implementation never returns

« If you do override the Run method, your code should block

indefinitely
« If your Run method returns, the ?Ubhc override void Run()

role is automatically recycled try

by raising the Stopping event { . WriteLine("Run®) -

and calling the OnStop method w;j;j(;;u‘;;”e( uns

so that your shutdown {

sequences may be executed P"eadl;ls%iefﬂeeﬁzﬁk_ .

before the role is taken offline y o ine("Working");

o

RoIeEntryPomt Run Method ] ] ] i ] ] \t »



http://brentdacodemonkey.wordpress.com/2011/09/24/leveraging-the-roleentrypoint-year-of-azure-week-12/
https://msdn.microsoft.com/en-us/library/microsoft.windowsazure.serviceruntime.roleentrypoint.run.aspx

Managing Cloud Services in Azure

OnStop and Waiting for a Process to Exit

41f you override the OnStop method, you must call the
base class’ OnStop after completing your actions

public override void OnStop()

{
try

// make the current thread wait until

// the associated process terminates
Process.Start("myapp.exe").WaitForExit();
base.OnStop();

« Code has 5 minutes to finish when it is called for reasons other
than a user-initiated shutdown after which the process is
terminated, so you must make sure that code in the OnStop
method can run quickly or tolerates not running to completion

library/azure/microsoft.windowsazure.serviceruntime.roleentrypoint.onstop.aspx

; ; @3
Process.WaitForExit Method }./l

http://msdn.microsoft.com/en-us/1ibrary/fb4aw7b8.aspx

msdn.microsoft.com/en-us.

RoleEntryPoint.OnStop Method
http:

Managing Cloud Services in Azure

Remote Desktop (RDP) (ServiceDefinition.csdef)

4By using the Azure SDK and Remote Desktop Services,
you can access Azure web, worker, and VM roles

4#Step 1: Set up a certificate

 The certificates for a remote desktop connection are different
from the certificates that you use for other Azure operations

» The remote access certificate must have a private key which
should be exported as a PFX file

4Step 2: Import modules

<Imports>
<Import moduleName="RemoteAccess" /><!-- allow RDP connection to this role -->
<Import moduleName="RemoteForwarder" /><!-- only one role can be forwarder -->

Using Remote Desktop with Windows Azure Roles
http://msdn.microsoft.com/en-us/1ibrary/windowsazure/gg443832.aspx 'i
X

-—

0y

How does Remote Desktop works in Windows Azure?
http://blogs.msdn.com/b/avkashchauhan/archive/2011/12/06/how-does-remote-desktop-works-in-windows-azure.asp.



http://msdn.microsoft.com/en-us/library/fb4aw7b8.aspx
http://msdn.microsoft.com/en-us/library/azure/microsoft.windowsazure.serviceruntime.roleentrypoint.onstop.aspx
http://blogs.msdn.com/b/avkashchauhan/archive/2011/12/06/how-does-remote-desktop-works-in-windows-azure.aspx
http://msdn.microsoft.com/en-us/library/windowsazure/gg443832.aspx

Managing Cloud Services in Azure

Diagnostics Logs (ServiceDefinition.csdef)

L#Windows Azure Diagnostics configuration defines values
that are used to initialize the Diagnostics Monitor

« Sections: DiagnosticInfrastructurelLogs, Logs, Directories,
PerformanceCounters, WindowsEventLog

#The Logs element defines the buffer configuration for
basic Windows Azure logs

<Logs bufferQuotaInMB="2" |
scheduledTransferLoglLevelFilter="Warning" 150 8601
scheduledTransferPeriod="PTIM" /> Period Time 1 Minute

« scheduledTransferLoglLevelFilter: Specifies the minimum

severity level for log entries that are transferred

« scheduledTransferPeriod: Specifies the interval between
scheduled transfers of data, rounded up to the nearest minute

\ e

http:

Windows Azure Diagnostics Configuration Schema ISO 8601 - Durations },/

0y

msdn.microsoft.com/en-us/1ibrary/gg593185.aspx http://en.wikipedia.org/wiki/Iso_8601#Durations

Managing Cloud Services in Azure

Deploying Cloud Services

Perform a VIP (virtual IP) swap in the load
& cs20532mijp - Production balancer between Production and Staging slots.

o ™ 3 L]

Settings  Production  Update Stop
slot

Essentials ~

Warning! The base VM only has
Toggle Production .NET Framework 4.5 installed. To
and Staging slots. use a later version you must deploy
and install that version in the Cloud

Running 104.45.94.232
Service Package (.cspkg).

North Europe SimpleCloud - 10/26/2015 9:08:12 PM
10/26/2015, 9:25:01 PM

b3b393e6-cce0-4615-a805-37a7dbla5a3d  22a537d4914e407caad603605f07d6ce

Note: Use Update and Fault
domains to avoid downtime and

Roles and instances N .
VM failures in the same rack.

NAME UPDATE  FAULT

* SimpleRole

SimpleRole_IN_0 Running 0 \‘ "I\

SimplcRolc_IN_1 Running 1
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Azure Storage Overview

Choices

1Azure storage (500TB per account, 100 accounts)
» Table: schema-less entities (<1MB each), table (unlimited)
« Blob: block for media (<200GB each) or page for VHDs (<1TB)
» Queue: message exchange (<64KB each)
« Files: permanent file system using SMB protocol
« Local: temporary file system in a role VM (lost at any time)

L#Why use Microsoft Azure storage?
« Cloud-native functionality at very low cost.

4...but you have other choices too

« Instead of Table you could use DocumentDB, Redis, SQL
Database, MongoDB, Data Lake, and others.

« Instead of Queue you could use Service Bus Queues.

y)
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Azure Storage Overview

Replication Choices for Storage Account

tiLocally Redundant replicates in the same data center.
#+Zone Redundant replicates in a secondary data center.
$1Geo-Redundant replicates in a secondary region.

iRead-Access Geo-Redundant replicates in a secondary
region + the replica can be read from for extra scale.
» The secondary Read-Access endpoint is similar to the primary

endpoint, but appends the suffix -secondary to the account
name.

Azure Storage Overview

Demos and Labs

4f you use Azure SDK 2.6

« Install WindowsAzure.Storage Client Library 4.3 NuGet Package

» Warning! The Server Explorer only shows “Classic” storage
accounts so make sure you use a “Classic” storage account.

Client Libraries

(.NET, Java, C++, Android, Node.js, etc.) SMB Client

Import/Export

REST REST REST REST SMB 21

o o

Blob/Disk Table Queue File Share
Endpoint Endpoint Endpoint Endpoint

Massive Scale-Out and Autoload Balancing Index Layer

Distributed Replication Layer

y)
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Azure Storage Overview

Common API Pattern (1 of 2) oo B o G0
Debug
L%Get a reference to the storage account Release

Configuration Manager...

« Local development account for testing

#if DEBUG
var account = CloudStorageAccount.DevelopmentStorageAccount;
#endif

« Parse storage connection string from configuration file

<add key="StorageConnectionString"
value="DefaultEndpointsProtocol=https;AccountName=storagesample;
AccountKey=nYVOglnofT7bvY+rxu2iWAEyzPNITGkhM88J8HUoyofpK7C
8fHcZc2kIZp6cKgYRUM741HI84L50TIaul+9hPjB==" />

#if IDEBUG
var account = CloudStorageAccount.Parse(
CloudConfigurationManager.GetSetting("StorageConnectionString"));

#endif
=
How to use Queue storage from .NET },/l
h ://azure.microsoft.com/en-gb/documentation/articles/storage-dotnet-how-to-use-queues

Azure Storage Overview

Common API Pattern (2 of 2)

#iCreate a client for the type of storage you want

var tclient = account.CreateCloudTableClient();
var bclient = account.CreateCloudBlobClient();
var qclient = account.CreateCloudQueueClient();

41Get a reference to a resource, create if it does not exist

var table = tclient.GetTableReference("muppets");
table.CreateIfNotExists();

var queue = qclient.GetQueueReference("muppets");
queue.CreateIfNotExists();

iCreate entity/queue/blob and perform operation

var msgl = new CloudQueueMessage("kermit");

queue.AddMessage(msgl);

Console.WriteLine(queue.ApproximateMessageCount);

var msg2 = queue.GetMessage();

Console.WriteLine(msg2.AsString); \“'{



https://azure.microsoft.com/en-gb/documentation/articles/storage-dotnet-how-to-use-queues/

Azure Storage Tables

Storage Table Entity Design

LiEntities must have three properties

« PartitionKey, RowKey: both are strings of up to 1024 bytes
(therefore about 500 characters).

« Calculate the square root of total number of entities as guide

» TimeStamp: DateTime (can be auto-created but then you won’t
be able to get or set the value assigned).

« ETag: string used to detect other processes changes in
optimistic concurrency scenarios. If the ETag in your entity
doesn’t match the current value in the Table then it fails. To
ignore failures, set to an asterisk: *

LInherit from TableEntity or implement ITableEntity

o
Designing a Scalable Partitioning Strategy for Windows Azure Table Storage 1‘/‘

http://msdn.microsoft.com/en-us/Tibrary/windowsazure/hh508997.aspx

y)
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Azure Storage Tables

Storage Table Entity Design

LEntities can only use the following types

« char, string, int, long, DateTime, byte[], bool, double, Guid
t*Warning!

« You cannot use your own subtypes
t*Warning!

« Storage emulator has limitations (see link below)

=
Use the Azure Storage Emulator for Development and Testing .7
https://azure.microsoft.com/en-us/documentation/articles/storage-use-emulator

y)
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https://azure.microsoft.com/en-us/documentation/articles/storage-use-emulator/

Azure Storage Tables

Storage Table Operations (1 of 2)

#To insert a single entity

Employee first = new Employee

{ PartitionKey = "IT", RowKey = "ibahena", YearsAtCompany = 7 };
TableOperation insertOperation = TableOperation.InsertOrReplace(first);
table.Execute(insertOperation);

#%To insert a batch of entities in a transaction

Employee second = new Employee

{ PartitionKey = "HR", RowKey = "rreeves", YearsAtCompany = 12 };
Employee third = new Employee

{ PartitionKey = "HR", RowKey = "rromani", YearsAtCompany = 3 };
TableBatchOperation batchOperation = new TableBatchOperation();
batchOperation.InsertOrReplace(second);
batchOperation.InsertOrReplace(third);
table.ExecuteBatch(batchOperation);

« Batches must be on the same partition and are limited to a
maximum of 4 MB ‘/_.

Azure Storage Tables

Storage Table Operations (2 of 2)

4#To retrieve a single entity

TableOperation retrieveOperation =

TableOperation.Retrieve<Employee>("IT", "ibahena");
TableResult result = table.Execute(retrieveOperation);
Employee itEmployee = (Employee)result.Result;

4#To retrieve multiple entities

string queryFilter = TableQuery.GenerateFilterCondition(

"PartitionKey", QueryComparisons.Equal, "HR"); // => "PartitionKey eq 'HR'"
TableQuery<Employee> query = new TableQuery<Employee>().Where(queryFilter);
Console.WriteLine("HR Employees\n");
foreach (Employee hrEmployee in table.ExecuteQuery<Employee>(query))

{
}

Console.WriteLine(hrEmployee);

£Querying on non-key columns performs a table scan! Voo
L




Azure Storage Tables

Storage REST APIs and OData

L1All storage services are accessible via REST APIs
« Supports both HTTP and HTTPS
« Using HTTPS-only is default and highly recommended

4iStorage Tables have a REST API that implements the
OData protocol

LiEvery request made against a storage service must be
authenticated...

« ...unless the request is for a blob or container resource that has
been made available for public or given a SAS token

» Requires two headers: Date/x-ms-date and Authorization

Table Service REST API

https://msdn.microsoft.com/en-us/1library/azure/dd179423.aspx t’
Authentication for the Azure Storage Services },/l\
https://msdn.microsoft.com/en-gb/library/azure/dd179428.aspx

Azure Storage Tables

When NOT to use Table Storage

tAzure Table Storage is good but severely limited
because it does not support secondary indexes.

« Its write capabilities scale very, very well.
« Its querying and indexing capabilities are astonishingly limited.

y)
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t’
How can we improve Azure Storage? Support secondary Indexes, November 24, 2009 P )
http://feedback.azure.com/forums/217298-storage/suggestions/396314-support-secondary-indexes
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Azure Storage Tables

Redis

iRedis (for data storage and caching)

« Very popular open-source, networked, in-memory, key-value
data store known for high performance, flexibility, a rich set of
data structures, and a simple straightforward API.

* MS Open Tech has been working with the Redis community
to build a production-ready Windows port of Redis,
including 64-bit support, an installer for Microsoft Azure,
NuGet support, and much more.

4%To use Redis with a .NET application

« Install the StackExchange.Redis NuGet package.

« Use the ConnectionMultiplexer class to connect.

« Use StringSet(key, value) and StringGet(key) to write and read.

« Use Stringlncrement(key) to increment an integer value.

Redis },/l\
http://msopentech.com/opentech-projects/redis

Azure Storage Tables

DocumentDB

#DocumentDB is a fully-managed, highly-scalable, NoSQL
document database service
« Rich query over a schema-free JSON data model
« Transactional execution of JavaScript logic
« Scalable storage and throughput
« Blazingly fast and write optimized database service

*Warning!
* Microsoft will not be putting any more effort into DocumentDB

Lo
&7

DocumentDB -
http://azure.microsoft.com/en-us/services/documentdb. /
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http://azure.microsoft.com/en-us/services/documentdb/

Azure Storage Tables

Data Lake

#1Azure Data Lake includes all the capabilities required
to make it easy for developers, data scientists and
analysts to store data of any size, shape and speed, and
do all types of processing and analytics across
platforms and languages.

1A Data Lake is a large storage repository that “holds
data until it is needed”.

« Allows an organization to hold their data sets in their original
native format rather than forcing integration of large volumes
of data up front.

« “One of the more controversial ways to manage big data.”

Gartn
http:

er Says Beware of the Data Lake Fallacy

‘www.gartner.com/newsroom/id/2809117 ,

Data
https:

Lo
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azure.microsoft.com/en-gb/solutions/data-lake,
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Storing and Consuming Files from Azure Storage

Labs

%#*When using Azure SDK 2.6

» The Server Explorer only shows “Classic” storage accounts so
make sure you use a “Classic” storage account for Lab 8

t*Warning!

» The Lab 8 instructions for specifying the filename does not
include the file extension. The lab answer key correctly tells
you to include .docx for the file extension.

y)
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Storing and Consuming Files from Azure Storage

Blob Storage Overview

41Blob storage is used to keep the images from a website,
streaming audio and video, storing data for access on-
premises or from Azure, and so on.

+Blobs are stored in Containers.

1Block blobs are most common and can store up to 200
GB of data and are optimized for streaming.

LiPage blobs can store up to 1 TB and are optimized for
random read/write operations. VHDs for VMs use them.

LiContainers and blobs have system properties such as
ETag and LastModified.

4Blobs can have user-defined metadata up to 8 KB. v

Storing and Consuming Files from Azure Storage

Copying Storage

$AzCopy is a command-Lline utility designed for high-
performance uploading, downloading, and copying data
to and from Microsoft Azure Blob, File, and Table
storage.

AzCopy /Source:C:\myfolder l
/Dest:https://myaccount.blob.core.windows.net/mycontainer
/DestKey:key
/Pattern:abc.txt

» When you copy blobs or files with AzCopy, keep in mind that
another application may be modifying the data while you are
copying it. If possible, ensure that the data you are copying is
not being modified during the copy operation.

Lo
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Getting Started with the AzCopy Command-Line Utility .7
https://azure.microsoft.com/en-gb/documentation/articles/storage-use-azco
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Storing and Consuming Files from Azure Storage

File Storage Overview

4iFile storage uses the standard Server Message Block
(SMB) 2.1 protocol.
» Azure VMs and cloud services can access the File storage
account using the SMB protocol, and on-premises devices can

access the File storage account using the File Storage API from
the Azure .Net Storage Client Library or REST HTTP calls.

$1There is no limit to the number of Azure resources that
can connect to the File storage and access the file
share.

LApplications that access a File storage will not have to
be rewritten to use a new storage type, such as Blob
storage.

y)
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Azure Storage Queues

Setting Up a Queue

#iReliable, low latency, high-throughput messaging

» With queues you can decouple your components or roles. A Web
Role can put data in a Queue for a Worker Role to perform. This
makes it possible for the roles to scale independently.

var qclient = account.CreateCloudQueueClient();
var queue = qclient.GetQueueReference("muppets");
queue.CreateIfNotExists();

var msgl = new CloudQueueMessage("kermit");
queue.AddMessage(msgl);
Console.WritelLine(queue.ApproximateMessageCount);
var msg2 = queue.GetMessage();
Console.WriteLine(msg2.AsString);

\ e

How to use Queue storage from .NET ""f
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Azure Storage Queues

Processing Messages

L#When you dequeue a message using GetMessage() the
message is made invisible for 30 seconds

using Microsoft.WindowsAzure.Storage.Queue;
using Microsoft.WindowsAzure.Storage.RetryPolicies;

var message = new CloudQueueMessage("kermit");
queue.AddMessage(message,
timeToLive: TimeSpan.FromDays(7), // from 1 second up to 7 days
initialvisibilityDelay: TimeSpan.FromSeconds(9),
options: new QueueRequestOptions
{ LocationMode = LocationMode.PrimaryThenSecondary });

» Messages in queues expire after seven days

var message = queue.GetMessage(visibilityTimeout: TimeSpan.FromSeconds(30));
// process message
queue.DeleteMessage(message);

IEnumerable<CloudQueueMessage> messages = queue.GetMessages(3); // <=32 ] AL.

O

Azure Service Bus

Service Bus Namespaces

4SB namespace is used to group related features

Azure Service Bus

TN . / g
Goplicntions \ / e / T : When you create a queue,
_ e P &) TRTRTRS ,\—J topic, relay, or hub, you give it
e ) &&= a name. Combined with

whatever you called your
namespace, this name creates a
unique identifier for the object.

« Relay: live message exchange
» Queue/Topic: messages pushed and pulled manually
« Notification Hub: messages pushed to clients automatically

Azure Service Bus \‘

https:

azure.microsoft.com/en-gb/documentation/articles/service-bus-fundamentals-hybrid-solutions
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Azure Service Bus

Configuring Service Bus Relay Endpoints

LiReplace *** with your registered namespace

<services>
<service name="Service.ProblemSolver"> Must use a binding with
<endpoint contract="Service.IProblemSolver" | Relay in the name
binding="netTcpRelayBinding"
address="sb://*** servicebus.windows.net/solver"
behaviorConfiguration="sbTokenProvider"/>

iUse your key provider for the issuer name

<behaviors>
<endpointBehaviors>
<behavior name="sbTokenProvider">
<transportClientEndpointBehavior> . « ”
<tokenProviders A/l issuerName must be “owner I
<sharedSecret issuerName="owner"
issuerSecret="**key**" /> '\‘ issuerSecret is the secret key

How to Use the Service Bus Relay Service
devel

I3
Securing and authenticating azure service bus relay messages using a shared secret

http://acaseyblog.wordpress.com/2013/03/22/securing-and-authenticating-azure-service-bus-relay ing-a-shared-secret. ‘ /‘
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Managing Infrastructure in Azure 10.2
Lab 10
$iCreate a “classic” network and virtual machine to
complete the lab
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Managing Infrastructure in Azure

System Center 2012 R2 and Hybrid Cloud

#1System Center 2012 R2 includes
« App Controller: VM and application self-service.
« Service Manager: portal for custom service desk offerings.

« Virtual Machine Manager (VMM): configure and manage
virtualisation host, networking, and storage resources to create
and deploy virtual machines and services to private clouds.

» Orchestrator: workflow management solution.

« Operations Manager: monitor services, devices, and operations
for many computers in a single console.

« Data Protection Manager (DPM): enterprise backup system.
« Configuration Manager: secure and scalable deployment.

L#Full implementation would need 40+ VMs!

System Center 2012 R2
ht{D: .Vi

y)
v

www.microsoft.com/en-gb/server-cloud/products/system-center-2012-r2

Managing Infrastructure in Azure

Endpoints

L+All virtual machines that you create in Azure can
automatically communicate using a private network
channel with other virtual machines in the same cloud
service or virtual network.

LtHowever, computers on the Internet or other virtual
networks require endpoints to direct the inbound
network traffic to a virtual machine.

\ e

How to set up endpomts toa V|rtual machlne ] i i ] i ] .7
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Managing Infrastructure in Azure

CIDR Notation

#iClassless Inter-Domain Routing (CIDR ) notation is a
shorthand representation of a subnet mask.

4t uses the number of bits to represent a subnet mask.

« For example, a subnet mask of 255.0.0.0 uses 8 bits, hence it’s
written as /8. And a subnet mask of 255.255.0.0 uses 16 bits,
which is written as /16 in CIDR notation.

» With CIDR, 10.0.0.0/8 represents a network ID of 10.0.0.0 and a
subnet mask of 255.0.0.0, which corresponds to the address
range 10.0.0.0 to 10.255.255.255

Lo
&7

Managing Infrastructure in Azure

IP Addresses

#iEach VM has at least two associated IP addresses: a
public-facing virtual IP (VIP) address, and an internal
dynamic IP (DIP) address.

#+You can reserve VIPs so that you can assign static
public IPs to your VMs. Each Azure subscription is
allowed to reserve 20 VIPs.

N

Lo
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Managing Infrastructure in Azure

Desired State Configuration (DSC)

4DSC is a declarative platform used for configuration,
deployment, and management of systems.

4DSC is a means to maintain existing configurations.
« Not just for initial deployment, it can run on a schedule and
attempt to reset changes to conform to a desired state.

LiConfigurations are declarative PowerShell scripts which
define and configure instances of resources.

« Upon running the configuration, DSC (and the resources being
called by the configuration) will simply “make it so”).

y)
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Windows PowerShell Desired State Configuration Overview .7

https://msdn.microsoft.com/en-us/Powershell/DSC/overview

Managing Infrastructure in Azure

DSC Configuration

4DSC configurations are PowerShell scripts that define a
special type of function. To define a configuration, you
use the PowerShell keyword Configuration.

Before you can enact Configuration MyDscConfiguration {
a configuration, you paran
have to Compi[e it [string[]]$computerName="localhost"
. )
into a MOF document. Node $computerName {
YOU dO th]S by Calling WindowsFeature MyFeatureInstance {
. . A Ensure = “Present”
the configuration like Name =  “RSAT”
¥
yOU WOUld a . WindowsFeature My2ndFeatureInstance {
PowerShell function. Ensure = “Present”
Name = “Bitlocker”
}
}
}
- -
Pl?tfucs:cenr;fc;g.ur:it:‘ggosft.com en-us/Powershel1/Dsc/configurations ‘ .7.
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Automating Integration with Azure Resources

Lab 11

#iCmdlets used by lab have been deprecated!

» “We deprecated Get-AzureResourceGroupGalleryTemplate and
removed the API that supported it too early. Please accept our
apologies about this. We are working on a replacement for
these cmdlets. It will enable all the current capabilities add
ability to save "non default” templates (like variations on SQL
images), will not require to authenticate to save public items,
among other improvements.”

« Read details at link below...

y)
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get-azureresourcegroupgallerytemplate returning "missing api version in the query string" /
https://github.com/Azure/azure-powershell/issues/1064



https://github.com/Azure/azure-powershell/issues/1064

Automating Integration with Azure Resources

PowerShell ISE

L#Windows PowerShell Integrated Scripting Environment
(ISE) is a host application for Windows PowerShell.

« In Windows PowerShell ISE, you can run commands and write,
test, and debug scripts in a single Windows-based graphic user
interface with multiline editing, tab completion, syntax
coloring, selective execution, context-sensitive help, and
support for right-to-left languages.

4To run it, start the Microsoft Azure PowerShell and
enter powershell_ise.exe at the prompt.
 PS C:\> powershell_ise

%iFile extensions: Scripts (.ps1), data (.psd1), modules
(.psm1), configuration (.ps1xml)

Windows PowerShell Integrated Scripting Environment (ISE) .7

https://technet.microsoft.com/en-gb/1ibrary/dd819514.aspx

Automating Integration with Azure Resources

PowerShell ISE User Interface

2 Windows PowerShell ISE (x86)
File Edit View Tools Debug Add-ons Help

0@ J & ox| 9 B = |8 |B5mo|mo.
Untitled1ps1 X | #) ||| commands X X
Note: $psISE is a variable L Modales: [A1 < | [Reren

for programmatically
controlling PS ISE.

2= Windows PowerShell ISE (x86)

File Edit View Tools Debug Add-ons

> B & ax» s

example1.ps1* X

1 #Add-AzureAccount
>  Get-Azurewebsite
3 Get-Azurewebsite -Name mupf
4 SpsISE.currentFile,

Name:

A
Add-ApprPackage

Add-AppxVolume
Add-AzureAccount
Add-AzureApplicat

=1 IsSavel Ln1 Col9
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Add-AppxProvisionedPack

ionGate

100%

= IsUntitieer T
W Equals

W GetHashCode

W GetType

w VT | ic sovensisting saveAsFileName)

# ToString void SaveAs(string saveAsFileName, System.Text Encoding saveEncoding)

] PropertyChanged

https://technet.microsoft.com/en-us/1ibrary/dd819513.aspx

\ e

Exploring the Windows PowerShell ISE .7

y)
b 4



https://technet.microsoft.com/en-gb/library/dd819514.aspx
https://technet.microsoft.com/en-us/library/dd819513.aspx

Automating Integration with Azure Resources

PowerShell Cmdlets (“Command Lets”)

#You can use each cmdlet separately, but their power is
realized when you use these simple tools in
combination to perform complex tasks.

« Windows PowerShell includes more than one hundred basic core
cmdlets, and you can write your own cmdlets and share them
with other users.

» Azure extends with hundreds more.
$iUnlike traditional command lines, PowerShell deals
with objects not strings.

« Although the output is one or more objects, the console displays
the output formatted as text.

« PowerShell is based on .NET Framework.

\ e
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Automating Integration with Azure Resources

PowerShell Verb-Noun Convention

LAl cmdlets follow the Verb-Noun convention
» Get-Date, Get-Service, Stop-Service, Suspend-Service, ...

#You can filter by verb or noun

PS> Get-Command -Verb Get

CommandType Name Definition

Cmdlet Get-Acl Get-Acl [[-Path] <String[]>]...

Cmdlet Get-Alias Get-Alias [[-Name] <String[]...

Cmdlet Get-AuthenticodeSignature Get-AuthenticodeSignature [-...
PS C:\> Get-Command -Noun AzureWebsite
CommandType Name Version Source
Cmdlet Get-AzureWebsite 0.9.7 Azure
Cmdlet New-AzureWebsite 0.9.7 Azure
Cmdlet Remove-AzureWebsite 0.9.7 Azure
Cmdlet Restart-AzureWebsite 0.9.7 Azure
Cmdlet Set-AzureWebsite 0.9.7 Azure
Cmdlet Show-AzureWebsite 0.9.7 Azure
Cmdlet Start-AzureWebsite 0.9.7 Azure
Cmdlet Stop-AzureWebsite 0.9.7 Azure \tﬁ.

7



Automating Integration with Azure Resources

PowerShell Help

$:Get-Command *: lists all commands
$:Get-Command *azure*: lists Azure-related commands
$iGet-Help command: syntax, aliases, remarks

#Get-Help command -Online: more detailed help in the
web browser

$1Get-Service: list for all services info.
41Get-Service -Name aspnet_state: specific service info.

:Get-Service | Get-Member: list members of an instance
of a service e.g. Status, Name, Display Name, etc.

Automating Integration with Azure Resources
PowerShell Basics

#%S : dollar as a prefix indicates a variable.
« Built-in variables : Strue, Sfalse, SPSVersionTable, SHOME
« $_: this token

4| (pipe) : Catch output of the command and pass it to
another command. Pipes allow you to chain together
cmdlets to create more complex actions.

% (back tick) : Continue command on next line.
4 . Single Line / End of line comment.
L<#. . #>: Multi-line Comment.

£5() : Evaluate sub-expression inside double-quoted
string eg: "Hello $(SMyUser.First), how are you today?" 1oe
A



Automating Integration with Azure Resources

PowerShell Pipes

#Most commands accept objects as input and output
» For example, Get-Service returns one or more service instances

PS C:\> Get-Service

Status  Name DisplayName

Running AdobeARMservice Adobe Acrobat Update Service
Stopped A3JRouter AllJoyn Router Service
Stopped ALG Application Layer Gateway Service

#You can pipe outputs as inputs to another command

» For example, pipe the list of all services into a filter to show
those services that are currently running

Get-Service | Where-Object { $_.Status "Running" }

‘(Get-Service -Name aspnet_state).StartType # => Manual ’ tAL.
E P
7

Automating Integration with Azure Resources

How to Connect to Azure

4iBest way is to use the Add-AzureAccount cmdlet

« It will open a browser window for you to log in to your Azure
account for the current PowerShell session.

LtAnother way is to download your profile and sign in
using a certificate. This is not recommended if you are
using a shared computer.

» Get-AzurePublishSettingsFile

« Import-AzurePublishSettingsFile -PublishSettingsFile
"<SubscriptionName-SubDatecredentials.publishsettings”

» The publishSettingsFile has certificate credentials embedded in
it. After adding it to PowerShell, you should delete it from your
computer.

Lo
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Automating Integration with Azure Resources

Common Cmdlets

£*Working with accounts
« Get-AzureAccount: List all accounts.

« Remove-AzureAccount <ID>: The account is not removed from
Azure, the credentials are simply removed from PowerShell.

LWorking with subscriptions

« Get-AzureSubscription: List all subscriptions.

« Select-AzureSubscription -SubscriptionName “SubName”
$#Get-Command *azure*

« Lists all the Cmdlets and Aliases with azure in the name

'ﬁ-Get- Help <C0mmand > -exam ple Note: There are new cmdlets suffixed with

RM to differentiate from the classic model.

« Get an example of using a command

-—
Switch-AzureMode Azure Resource Manager Cmdlets
https://msdn.microsoft.com/en-us/1ibrary/dn722470.aspx https://msdn.microsoft.com/en-us/1ibrary/mt125356.aspx

Automating Integration with Azure Resources

Automation with Runbooks

$+Azure has automation
built in via PowerShell
workflows.

L#Workflows are often
referred to as runbooks
in many automation
platforms.

£:Using runbooks, you can automate or orchestrate the
creation, deployment, maintenance, and monitoring of
services and resources in Azure.

Lo
&7


https://msdn.microsoft.com/en-us/library/dn722470.aspx
https://msdn.microsoft.com/en-us/library/mt125356.aspx

~ Module 12
Securing Azure Web
Applications
Developing

Microsoft Azure Solutions

Updated 29t November 2015

Securing Azure Web Applications

Lab 12

Don’t bother making a copy of the lab solution

% The final step throws an exception because there isn’t
a valid database connection string in the Web.config—
but by then you’ve seen the authentication work ©



Securing Azure Web Applications

Visual Studio Project Templates

%The ASP.NET project templates in Visual Studio 2013
have the ability to automatically create an entry for
your application in Azure Active Directory

Use a Microsoft Account to Create Web Apps Protected by Azure AD
msdn.com/b/webdev/archive/2014/08/04/use-a-microsoft-account-to-create-web-apps-protected-by-azure-a i

http://blogs.



http://blogs.msdn.com/b/webdev/archive/2014/08/04/use-a-microsoft-account-to-create-web-apps-protected-by-azure-ad-with-vs2013-update-3.aspx

Module 13
Maintaining and Monitoring
Web Solutions in Azure

Developing
Microsoft Azure Solutions

Updated 29t November 2015

Lo
L

Maintaining and Monitoring Web Solutions in Azure

Configuring Diagnostics

#You can configure the diagnostics monitor

programmatically or using diagnostics.wadcfg which
has these advantages over writing code:

« Diagnostics starts before the OnStart method is run so that
errors in startup tasks can be caught and logged.

» Any changes made to the configuration at run time will remain
after a restart.

« Diagnostics configuration changes do not require the code to be
rebuilt.

« You can automatically start the diagnostics monitor with a
specific configuration without needing additional code (which
might cause an exception that would prevent your role from
starting).

\&:
Use the Azure Diagnostics Configuration File .7
https://msdn.microsoft.com/en-us/1ibrary/azure/hh411551.aspx

y)
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https://msdn.microsoft.com/en-us/library/azure/hh411551.aspx

Maintaining and Monitoring Web Solutions in Azure

Publishing a Web Project

£:0n the Build menu, choose Publish ProjectName

» To deploy to Azure, Import (a publisher profile) or click
Windows Azure Web Sites or More Options

» To deploy on premise, click Custom and enter a profile name

Publish Web ?
€ Publish Web
Select a publish target New Custom Profile
Cannection | ®  Windows Azure Web Sites Profile name:
Settings Morthwindhtec ToFolder
B import
Prewieuw > =1
» ][ cancel |
| [ custam
® hore Options
Find other hosting options at our web hosting gallery \"-{
=/

Maintaining and Monitoring Web Solutions in Azure

Connection Options

#You can deploy to
» Web Deploy (either directly or to a ZIP package)
« FTP, File System, or FrontPage Server Extensions

Publish Web ?

€ Publish Web

Byl NorthwindMvcToFolder *

Publish method: | Wieb Deploy

Settings Wifeb Deploy
T | \Web Deploy Package

FTP

iFile System

) FPSE
Site name: e dacet it

Prewiew
Server:

Lo
rg



Maintaining and Monitoring Web Solutions in Azure

Web Deploy Packages

%For any question about deployment tools, the answer is
almost always use Web Deploy because
« It works securely
« It is powerful and flexible by changing the web publish pipeline
« You can install SSL certificates using a custom target

NorthwindMvcToFolder *

Publish methad:  [Weh Deploy Package

Package lncation: |=.. o ldestingtion|pockoge on ]

Site name: .g. Defauit Web Site/Mydpp

£0nly choose to use FTP, XCopy, VPN, SSH, and so on if
you have a very good reason y
L

Maintaining and Monitoring Web Solutions in Azure

File System

4To deploy to the file system, enter the target path

NorthwindMvcToFolder *

Publish method: | File System

Torget location: | CANorthwind e Deplayed ]

1iNext, select Release or Debug configuration
« This affects which transformation is applied to your Web.config

NorthwindMvcToFolder *

Configurstion: | Release

() File Publish Options
Geliete all existing files priar to publish

[ Precompile during publishing
[7] Exclude files from the App_Data folder

y)
b 4



Maintaining and Monitoring Web Solutions in Azure

Publish Output

L#When you click Publish button, your project will be re-
built, Web.config transformed, and then published

Show output from:  Euild -

------ Build started: Project: NorthwindMvc, Configuration: Release
NorthwindMvc -» C:\Users)\Admin\Documents\Visual Studio 2812\Proje

------ Publish started: Project: MorthwindMvc, Configuration: Relez

Connecting to C:\NorthwindMvcDeployed. ..

Transformed Web.config using C:\Users\Admin\Documents\Visual Studic

Copying all files to temporary location below for package/publish:

obj\Release\Package\PackageTmp.

Deleting existing files...

Publishing folder /...

Publishing folder App_GlobalResources...

Publishing folder bin...

Publishing folder Content...

Publishing felder Content/themes...

Publishing folder Content/themes/base...

Publishing folder Content/themes/base/images...

Publishing folder Content/themes/base/minified...

Publishing folder Content/themes/base/minified/images...

Publishing folder Models...

Publishing folder Scripts...

Publishing folder Views...

Publishing folder Views/Home...

Publishing folder Views/Muppet...

Publishing folder Views/Product...

Publishing folder Views/Shared...

Site was published successfully file: C:/NorthwindMveDepl oved ‘A.

Build: 1 succeeded, @ failed, B up-to-date, B skipped ==
Publish: 1 succeeded, @ failed, @ skipped == ==

Maintaining and Monitoring Web Solutions in Azure

Deployed Files

LAll C# source code is compiled into a single assembly
and deployed to the bin folder along with any other
dependent assemblies

uter » Local Disk (C) » MorthwindMuvcDeployed » bin
Name : Date modified
puter » Local Disk (C) » NorthwindbdvcDeployed
. %) Antlr3.Runtime.dll 972412014 639 Ak
Harne Dat %] EntityFramewark.dll 072472014 630 M
| App_GlobalResaurces o2 ] MicrosoftWeb.Infrastructure.dll 07242014 630 A1
| b —— 972 (%] NewtonsoftJson.dll 5/24/2014 €:33 &l
| Content T | | Northwindhve.dil RTAMA 112D AM
| Wodels a2 ) Systern.Net.Hetp. Formatting.di| /2472014 639 A1
| Scripts a2 %) System.eb. Hetp.dll 072472014 630 M
| iews o %) System.Wveb.Htp. WebHost.dll 072472014 630 A1
51 Globalasax o/ ] Syster el Mue dll 07242014 630 A1
"j packages.config a2 (%] Bystem. b, Optimization.dll 5/24/2014 €:33 &l
] Web.config a2 ) Bystern.Meb.Providers.dil /2472014 630 MM
%) Systern Méeh Razor.dll 972412014 639 Ak
%) System.Web.ebPages, Deplayment.dil 072472014 630 M
%) Systemn MéebMiebPages.dll 072412014 €20 804
[ SysternMéebivebPages Razar.dll 5/24/2014 €:39 &M

%] MebGrease.dil S/2A72014 633 AM tA.



Maintaining and Monitoring Web Solutions in Azure

Packages

4|IS Settings
« Application Pool
« Authentication method
« Error Handling

%iDeploy Database Scripts

LiProduction Settings
« Release / Debugging
« Connection Strings

#iCapable of Custom Extensions
« Security Certificates
» Windows Registry Settings

» Assemblies in Global Assembly Cache (GAC) T’"

y)
b 4

Maintaining and Monitoring Web Solutions in Azure

Publishing Pipeline

Build Collect Transform Web Deploy Package /
Publish

Create
> package or
publish

Collect IIS settings

Collect binary b Transform
and .pdb files web.config

l !

Build

Collect
references

!

Collect L
content

Create SQL scripts

l

Create manifest i

. Custom extensions ‘,

y)
b 4



Maintaining and Monitoring Web Solutions in Azure

Importing Package into IIS

> IIS Provider ——> s

Database

Parameters.xml > 3
Provider

—_—> Database

Web Content

Web Deploy > Provider —> Webcontent
Other
E— "
i Providers comMm
Package.zip —> GAC
_—> o CUSEI —> Custom Asset

Provider

y)
v

Maintaining and Monitoring Web Solutions in Azure

Swapping Staging and Production

4+A packaged application can be deployed to the staging
environment in Windows Azure to be tested before you
move it to the production environment in which the
application is accessible on the Internet

% The staging environment is exactly like the production
environment, except that you can only access the
staged application with an obfuscated (GUID-based)
URL that is generated by Windows Azure

LiAfter you have verified that your application is working
correctly, it can be deployed to the production
environment by performing a Virtual IP (VIP) swap

Lo
&7



g)endix A
Architecting Microsoft Azure Solutions

Developing
Microsoft Azure Solutions

Updated 29t November 2015

Architecting Microsoft Azure Solutions

Contents

#iExam 70-534 has three

sections for developers

Design an application storage 3
and data access strategy

17
22

Design an advanced application
Design websites

Pass = 49% = 24/49 = 700/1000

Exam 70-534

Note
Half of the 70-534 .
“Architecting Design an
Microsoft Azure application

storage and data
access strategy

Solutions” exam is
about developing

topics. The other (15-20%)
half is about
infrastructure Design an
topics. Combined advanced
they form a application (15-

“DevOps” exam. 20%)

Since November 2015

MCSD:

Azure Solutions Architect—Study Resources

You Need To Know

https:

borntolearn.mslearn.net/b/weblog/archive/2015/05/18/mc

sd-azure-solutions-architect-study-resources-you-need-to-know

150 minutes total

49 questions in total
29 in main section

3 case studies (5, 7, 8)

Exam 70-534 Architecting Microsoft Azure Solutions

https:

www.microsoft.com/learning/en-gb/exam-70-534.aspx

Y=

Early Experts Study Guide for M|crosoft Spe(:lallst Certification Exam 70-534, Architecting Microsoft Azure Solutions

http://blogs.

hmayer/archi

-microsoft-specialist-certificati

chitecting-microsoft-azure-solutions.aspx



http://blogs.technet.com/b/keithmayer/archive/2015/01/12/early-experts-study-guide-for-microsoft-specialist-certification-exam-70-534-architecting-microsoft-azure-solutions.aspx
https://www.microsoft.com/learning/en-gb/exam-70-534.aspx
https://borntolearn.mslearn.net/b/weblog/archive/2015/05/18/mcsd-azure-solutions-architect-study-resources-you-need-to-know

Design an application storage and data access strategy

Design data storage

tDesign storage options for data, including Table

Storage, SQL Database, DocumentDB, Blob Storage,
MongoDB and MySQL

» Know the various storage types and their uses.

» Queue Storage: for decoupling components of a system.

« Blob Storage: for images, videos, text, XML, and so on.

«» Table Storage: for entities indexed only by partition and row.

» DocumentDB: Microsoft JSON-based NoSQL, indexed every field

» MongoDB: open-source JSON-based NoSQL, created in Azure
Linux VMs (laaS) or by creating an account on MongoLab servers.

« SQL Database: Microsoft relational database
» MySQL: open-source relational database (ClearDB)

\ e
Storage documentation |« ‘\
https://azure.microsoft.com/en-us/documentation/services/storage /

Design an application storage and data access strategy

Design data storage

tDesign security options for SQL Database or Azure
Storage

« SQL Database can have a list of all of the IP addresses that are
allowed to access the database (there is also a switch with
which you can turn on access from your Azure Services)

» SQL Database and Azure Storage require that you use Secure
Sockets Layer (SSL) encryption at all times (Azure Storage can
disable SSL but it is not recommended)

» Azure Storage access requires the account name and key(s)

 Azure Storage can issue Shared Access Signature (SAS) to
allowed time limited permissions to a resource for a user

« Azure Storage can have up to five Shared Access Policies
« Azure Storage Blobs can have public containers

y)
b 4

/e
SQL Azure: Cloud Database Security L
https://technet.microsoft.com/en-us/hh352139.aspx /



https://azure.microsoft.com/en-us/documentation/services/storage/
https://technet.microsoft.com/en-us/hh352139.aspx

Design an application storage and data access strategy

Design data storage

ildentify the appropriate VM type and size for a
solution

« SQL Database tiers:
Standard ~ |Pre

Maximum database size 2GB 250 GB 500 GB 1TB
DTUs 5 10 20 50 100 125 250 500 1,000 1,750
Point-in-time restore Any point last 7 days Any point last 14 days Any point last 35 days
STy Geo-Restore, rest.ore Standard Geo-Replication, offline Active Geo-Replication, up to 4 online

to any Azure region secondary (readable) secondary backups
Max In-Memory OLTP storage NA NA NA NA NA 1GB 2GB 3GB* BGB 10GB*
Max concurrent requests 30 60 20 120 200 200 400 800 1,600 2,400
Max concurrent logins 30 60 90 120 200 200 400 80D 1,600 2,400
Max sessions 300 600 900 1,200 2,400 | 2,400 4,800 9,600 19,200 32,000

* In-Memory OLTP storage limits will soon adjust to 4 for P4 and 14 for P11.

» MongoDB also has various performance and size settings.

8
Azure SQL Database ::eaource I|rrg|t§ ) i o .7‘

Design an application storage and data access strategy
Design data storage

itldentify the appropriate VM type and size for a
solution

» MySQL tiers

Total connections Total connections Total connections Total connections Total connections
GB b GB GB GB GB

Entry Level Entry Level Entry Level Entry Level Entry Level

Backup Backup Backup
Geo-Distributed Geo-Distributed

24x7 support

49.99

How to Create a MySQL Database in Azure \t
. ft. b/d i i .7‘



https://azure.microsoft.com/en-gb/documentation/articles/sql-database-resource-limits/
https://azure.microsoft.com/en-gb/documentation/articles/store-php-create-mysql-database/

Design an application storage and data access strategy

Design applications that use Mobile Services

+Create Azure Mobile Services

» Mobile Services can create a mobile proxy to any data source
including on-prem

» Mobile Services can implement a “soft delete” option for
marking a record as deleted without actually deleting it

* Mobile Services has built-in support for using common social
networking providers for authentication

» Mobile Services back-end can be coded in Node.js or .NET
» Mobile Services has push notifications

» Mobile Services could be replaced by a custom Web App service
but it is easier to use something ready-created

y)
b 4

Azure Mobile Services p-
http://azure.microsoft.com/en-us/documentation/services/mobile-services /

Design an application storage and data access strategy

Design applications that use Mobile Services

L:Consume Mobile Services from cross-platform clients
« Support for i0S, Android, Windows, Xamarin, HTML5/JavaScript

« .NET support with Microsoft.WindowsAzure.MobileServices
NuGet package

LIntegrate offline sync capabilities into an application

« Offline Sync uses a local SQLite database within the app itself,
which makes it possible for data to be stored locally

How to Use |OS Client Library for Azure M0b|le Serwces



http://azure.microsoft.com/en-us/documentation/services/mobile-services/
https://azure.microsoft.com/en-us/documentation/articles/mobile-services-ios-get-started-offline-data/
https://azure.microsoft.com/en-us/documentation/articles/mobile-services-ios-how-to-use-client-library/

Design an application storage and data access strategy

Design applications that use Mobile Services

LiExtend Mobile Services using custom code

* A custom APl is an endpoint in your mobile service that is
accessed by one or more of the standard HTTP methods: GET,
POST, PUT, PATCH, and DELETE

LiImplement Mobile Services using .NET or Node.js

» A .NET mobile service project is built on top of a Web API
project and access to the data that is stored in the SQL
Database is achieved through the /tables route

LiSecure Mobile Services using Azure AD
« Synchronize the corporate Active Directory to the Azure AD

» Four modes: Application Key Required, Everyone, Authenticated
Users, and Admins And Other Scripts

Authenticate your app with Active Directory Authentication Library Single Sign-On P_y‘

https://azure.microsoft.com/en-us/documentation/articles/mobile-services-dotnet-backend-ios-adal-sso-authentication,

Design an application storage and data access strategy

Design applications that use notifications

Lilmplement push notification services in Mobile Services
» Each mobile platform employs a different Platform Notification
Service (PNS)

» Mobile Services implements push notification for Windows Store
Apps, Apple Push Notification, and Google Cloud Messaging

« Notification hubs are optimized to broadcast millions of push
notifications within minutes compared to Mobile Services push
notification which is good for simple event-driven events

Send push notifications to all subscribers, specific
subscribers or a segment of subscribers

-—
Add push notifications to your Mobile Services app /l\

https://azure.microsoft.com/en-us/documentation/articles/mobile-services-dotnet-backend-windows-universal-dotnet-get-started-push,



https://azure.microsoft.com/en-us/documentation/articles/mobile-services-dotnet-backend-ios-adal-sso-authentication/
https://azure.microsoft.com/en-us/documentation/articles/mobile-services-dotnet-backend-windows-universal-dotnet-get-started-push/

Design an application storage and data access strategy

Design applications that use a web API

Limplement a custom web API
« See FB487_DataServicesAzure: Modules 3 and 4

$iScale using Azure Websites

» Azure Web Apps can scale up (by choosing a larger VM size) and
out (having multiple instances)

« Standard plans support autoscale; metrics that you can use to
scale are CPU, Memory Percentage, Disk Queue, Length, HTTP
Queue Length, Data In, and Data Out

\ e
Scale a web app in Azure App Service p- l
https://azure.microsoft.com/en-us/documentation/articles/web-sites-scale. /

y)
v

Design an application storage and data access strategy

Design applications that use a web API

$0ffload long-running applications using WebJobs

» Azure WebJobs are executables or scripts that run in a website
to handle long-running jobs

« Supports: .cmd, .bat, .exe (using Windows cmd), .ps1 (using
Windows PowerShell), .sh (using Bash), .php (using PHP), .py
(using Python), .js (using Node)

« Zip all of the supporting files such as DLLs that are needed to
run the program and then upload the zip file

» Three modes: continuously, on a schedule, or on demand

« For continuous tasks, it is recommended that you turn on the
Always On feature on the Configure page for the Web App

» WebJobs that are set to run continuously also will run on all
instances of the Web App by default but you can configure a

single instance using the portal g y

-—

Azure WebJobs documentation resources }'l\
https://azure.microsoft.com/en-us/documentation/articles/websites-webjobs-resources /



https://azure.microsoft.com/en-us/documentation/articles/web-sites-scale/
https://azure.microsoft.com/en-us/documentation/articles/websites-webjobs-resources/

Design an application storage and data access strategy

Design applications that use a web API

iSecure a web APl using Azure AD

« Azure has three solutions for authentication, but you could
always use custom solutions that you develop

» Azure AD Service: A stand-alone directory or synchronized with
an on-premises Active Directory.

« Active Directory Federation Services (AD FS): Requests
identity back to the on-prem Active Directory.

» Azure Access Control Service (ACS): Can use multiple identity
services to authenticate, including Active Directory.

\ e
Use Active Directory for authentication in Azure App Service }'l\
https://azure.microsoft.com/en-us/documentation/articles/web-sites-authentication-authorization /

A.14

Design an application storage and data access strategy

Design a data access strategy for hybrid applications

t:Connect to on-premises data from Azure applications
using Service Bus Relay, BizTalk Hybrid Connections or
the VPN capability of Websites
« Use these when there are concerns with respect to keeping the
data in Azure or if there is too much data to move

« Service Bus Relay: no need to change incoming firewall rules or
requiring big changes to a corporate network infrastructure

« BizTalk APl Apps Hybrid Connections: connections to on-
premises resources that use static TCP ports, such as SQL
Server, MySQL, Web APIs, and most web services

« Set up group policies to determine what resources applications
can access through the Hybrid Connections

* Web Apps VPN: reference services in a Virtual Network that
could be connected to on-prem resources

Access on-premises resources usmg hybrid connectlons |n Azure App Servnce ‘ . /i\
ft. le - id- ion-get-



https://azure.microsoft.com/en-us/documentation/articles/web-sites-authentication-authorization/
https://azure.microsoft.com/en-us/documentation/articles/web-sites-hybrid-connection-get-started/

A.15

Design an application storage and data access strategy

Design a data access strategy for hybrid applications

Lldentify constraints for connectivity with VPN
» Maximum number of networks to which you can connect is 10.

« A Virtual Network (VNET) can connect to six on-premises sites as
well as four other VNETSs.

» This makes it possible for a company to connect to multiple
sites around the world, and they can all share the VNET.
%ildentify options for joining VMs to domains or cloud

services

« Cloud Services: add to domain using PowerShell or code in
RoleEntryPoint, but remove only with code.

« Using code requires elevated mode which is not good practice.
» For VMs automate adding to domain at creation time.

Integrate a web app with an Azure Virtual Network p- l
https://azure.microsoft.com/en-us/documentation/articles/web-sites-integrate-with-vnet, ‘,

Design an application storage and data access strategy

Design a media solution

:Describe Media Services

» Media Services is an extensible Paa$S offering that you can use to
build scalable media management and delivery applications.

« Supports on-demand and live streaming delivery.

LiUnderstand key components of Media Services,
including streaming capabilities, video on-demand
capabilities and monitoring services

« Read more at the link below

y)
b 4

Media Services documentation .7

https://azure.microsoft.com/en-us/documentation/services/media-services/



https://azure.microsoft.com/en-us/documentation/articles/web-sites-integrate-with-vnet/
https://azure.microsoft.com/en-us/documentation/services/media-services/

Design an advanced application

Create compute-intensive applications

%tDesign high-performance computing (HPC) and other
compute-intensive applications using Azure Services

e Azure’s A8, A9, A10, and A11 virtual machine (VM) sizes are
tailored specifically for HPC workloads.

» An HPC cluster comprises a head node and a nhumber of compute
nodes. You can use Microsoft HPC Pack to create, manage, and
run an HPC cluster that can be dedicated on-premises servers,
part-time servers, VMs in the cloud, and even workstations.

 Azure Batch: schedule and manage large-scale parallel
workloads on Azure-managed compute resources without the
need to manage any infrastructure details. Azure Batch Apps:
manage, run, and monitor repetitive batch jobs.

» Competing Consumers: design pattern by which you can
implement a simple parallel task execution engine.

&3
Batch documentation $ l
https://azure.microsoft.com/en-us/services/batch /

Design an advanced application

Create long-running applications

Limplement worker roles for scalable processing

» With Cloud Services, you don’t create virtual machines. Instead,
you provide a configuration file that tells Azure how many of
each you’d like, such as three web role instances and two
worker role instances, and the platform creates them for you.
You still choose what size those backing VMs should be, but you
don’t explicitly create them yourself. If your application needs
to handle a greater load, you can ask for more VMs, and Azure
will create those instances.

tDesign stateless components to accommodate scale
» Use queues and avoid state e.g. no Session state in ASP.NET

y)
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\ e
Cloud Services documentation p-
https://azure.microsoft.com/en-us/documentation/services/cloud-services/ /



https://azure.microsoft.com/en-us/services/batch/
https://azure.microsoft.com/en-us/documentation/services/cloud-services/

Design an advanced application

Select the appropriate storage option

tUse a queue-centric pattern for development
« Storage Queues or Service Bus Queues

%iSelect the appropriate storage for performance

itldentify storage options for cloud services and hybrid
scenarios with compute on-premises and storage on
Azure

“Differentiate between cloud services and VMs
interacting with storage service and SQL Database

Managing the Data Lake

http://www.oreilly.com/data/free/managing-the-data-lake.csp t’
DocumentDB vs Azure SQL vs Azure Table $ l\
hive/2014/09 AR AR o

Design an advanced application

Integrate Azure services in a solution

itldentify the appropriate use of machine learning, big
data, Media Services and search services

«» Use Machine Learning to run predictive analysis models that
learn from existing data in order to forecast future behaviours,
outcomes, and trends.

experiments by processing
datasets that you have
uploaded to ML Studio.

» Once your predictive analytics a0
model is ready, you can deploy 1Z5)  [we] [cne wim
it as a REST web service. g 1 1o 1 I [ [

« Use ML Studio online to create Exprimnis, Mocuis, and Oases

ML Studio

Introductlon to machme Iearnlng on Microsoft Azure
P )



http://geekswithblogs.net/hroggero/archive/2014/09/11/documentdb-vs-azure-sql-vs-azure-table.aspx
http://www.oreilly.com/data/free/managing-the-data-lake.csp
https://azure.microsoft.com/en-us/documentation/articles/machine-learning-what-is-ml-studio/
https://azure.microsoft.com/en-us/documentation/articles/machine-learning-what-is-machine-learning/

Design an advanced application

Integrate Azure services in a solution

itldentify the appropriate use of machine learning, big
data, Media Services and search services

« Search Services: Full-text search scoped over your content,
plus advanced search behaviors similar to those found in
commercial web search engines, such as type-ahead query
suggestions based on a partial term input, hit-highlighting, and
faceted navigation.

F Free S Standard

» Natural language support is s B ===
built-in, using the linguistic :oM:“ EL :5:;:;“:1
rules that are appropriate to -
the specified language.

& shed Dedicated
Up to 12 replicas

Up to 12 partitions

What is Azure Search? - l
https://azure.microsoft.com/en-us/documentation/articles/search-what-is-azure-search /

Design websites

Design websites for scalability and performance

4Globally scale websites

» Use a Content Delivery Network (CDN). You can add a custom
domain name to the website, and you can enable HTTPS and
query string forwarding.

» Use Azure Traffic Manager you can deploy web applications
around the world and then, via Traffic Manager, you use a single
URL to reference all of them.

« Traffic Manager needs more manual effort than the CDN
solution if new traffic patterns come up, but it provides better
control on where the other web applications are being deployed
around the world.

\ e
Web Apps overview }"\
https://azure.microsoft.com/en-us/documentation/articles/app-service-web-overview, /
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Design websites

Design websites for scalability and performance

%iCreate websites using Visual Studio

* Project template allows programmer to choose Web App at
creation time, manage the Web App thought Server Explorer,
and publish by integrating with the Web Deploy feature.

$iDebug websites

« Use the Monitor blade in the portal to record HTTP requests,
and so on.
« Use Application Insights.

» Remotely debug the Web App by right-clicking it in Server
Explorer and choosing Attach Debugger.

« Use Site Control Manager (SCM aka Project Kudo) by going to:
https://<webapp>.scm.azurewebsites.net/

\ e

y)
v

Design websites

Design websites for scalability and performance

LiUnderstand supported languages

« Supported languages are:

.NET, Java, Node.js, PHP, Python

LDifferentiate between websites
to VMs and cloud services

[ 5201 |
* VMs can scale larger than Cloud ‘ =
Services or Web Apps. Virtual i [ o |
Machines have options for running
with up to 32 cores with 448 GB RAM. There are also options that
are optimized for network traffic with a 40 GB network card.

« Cloud Services and Web Apps get automatic OS updates.
* Web Apps do not support RDP or startup tasks.

\ e

y)
b 4
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Design websites

Deploy websites

tilImplement Azure Site Extensions
« Create, deploy, and share custom administrator functionality.

%iCreate packages, hosting plans, deployment slots,
resource groups, publishing options, Web Deploy and
FTP locations and settings

« A deployment slot is a feature of App Service Web Apps with
which you can publish your code to Azure and have it running in
the actual environment in which it will be used in production.
The benefit of using a deployment slot is that you are not
uploading to the live site; instead, you’re uploading to a
separate deployment slot. (Like Staging for Cloud Services.)

Azure Site Extensions

https://github.com/projectkudu/kudu/wiki/Azure-site-Extensions

\ e
Azure App Service deployment documentation }'l\
https://azure.microsoft.com/en-us/documentation/articles/web-sites-deplo /

Design websites

Design websites for business continuity

4Scale up and scale out using Azure Websites and SQL
Database
« Scale up: Basic, Standard increasing numbers of cores

« Scale out: Basic: manual instances, Standard: auto scale,
Premium: more instances

« SQL Database has elastic scale to shard the data.

=
Scale a web app in Azure App Service }'l\
https://azure.microsoft.com/en-us/documentation/articles/web-sites-scale/ /
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https://azure.microsoft.com/en-us/documentation/articles/web-sites-deploy/
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Design websites

Design websites for business continuity

%Configure data replication patterns
» Use CDN, SQL Sync, SQL geo-replication
LiUpdate websites with minimal downtime

« Use deployment slots

$iBack up and restore data
» Web App Standard tier has backup and restore
« Free and Shared you could manually backup
» Premium supports 50 backups per day

y)
b 4

Design websites

Design websites for business continuity

tiDesign for disaster recovery

» Maintain current backups of the web applications and databases
used by the website.

« Use Storage account with a pricing tier of Geo-Redundant or
Read-Access Geo-Redundant for backups.

« Use Azure Site Recovery to back up on-premises VMs to Azure
Storage and then restore them into Azure.

%iDeploy websites to multiple regions for high
availability
» Use Traffic Manager

tDesign the data tier
« SQL or NoSQL? Read more about data at the link below.

Free Data Reports: what's happening in data science and big data. .7

http://ww.oreilly.com/data/free

\ e
L4

y)
b 4
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Appendix B
MeasureUp Errata

Developing
Microsoft Azure Solutions

Updated 29t November 2015

Question about Cloud Service Definition

You need to modify the Cloud Service definition file for the Azure website 1o support the
domain name and binding changes.

Select the options to complete the missing entries in the cloud service definition file.
Complete the Case Study

Background <WebRole name="CertificateTesting" vmsize="Medium">

Technology <Certificates> )
<Certificate name="SampleCertificate” [$torel.ocation
storeName="CA" />

</Certificates>

calMachine®
System Upgrade

Problems and
requirements

You need to modify the Cloud Service definition file for the Azure website to support the new custom

domain name and binding changes

Select the options to complete the missing entries in the cloud service definition file.
Complete the Case Study

Background <WebRole name="CertificateTesting" vmsize="Medium">

<Certificates>
<Certificate name="SampleCertificate” |storeLocation
storeName="CA" />

Technology

System Upgrade

Problems and </Certificates>
requirements g ;Endmlnls>
< i ="Httpsin“ [protocol
Qiesiiond InputEndpoint name="Httpsin“ P!
certificates"SampleCertificate" />
Question 2 </Endpoints>
Question 3 <Sites>

<Site name="Web">
<Bindings> .
<Binding name="Httpsin” endpointName v/
</Bindings>
</Site>
</Sites>

Question 5 Hitpsin® />

A

V| ="LocalMachine"

ttps” port="443"

<Endpoints>
putEndpoint name="Htpsin”  ioreLocation.
fertificate-"SampleCertificate" />

x <"https” port="443"

pdpoints>

s>

fe name="Web">

Indings>

Jinding name-"Httpsin* [endpointame
indings>

te>

ffes>

="Htepsin® />




Question about VM Endpoints

You plan to create several endpoints for a virtual machine (VM) hosted in an Azure subscription.

You need 1o identify the settings that you must collect to create the endpoints.

What information is required to create the endpoints? Select the required information.

Create a list in the correct order

Possible information

Required information

Public port

Private port

Protocol

Possible information

Required information

URL

IP address

Authentication method

Protocol

Private port

Public port

Question about Deploying a VM with PowerShell

Drag the code fragments to the appropriate location in the PowerShell script to deploy a new VM to the

virtual network. A code fragment may be used once, more than once, or not at all

Complete the Case Study

Sunet - "VNET-01"

Background

"Services"
NewGuid()

Ssubnet
svmsve = [Guid

- . $Toc - “South Central Us"
Existing Environment | sumiost = “wo01”
Simage - "MyCustom_Windows-Server-2012-Datacentert
Interviews
Scred - Get-Credential
Business
Requirements Sum - New-AzureWConfig -Name SvmHost °
-Instancesize Medium °
-ImageName $image
Technical

Svnet - "VNET-01"
Ssubnet - "Services"
Svmsve - [Guid): :NewGuid()
$loc - “South Central US”

Smhost
Simage

Scred - Get-Credential

$vm - Svn | Add-AzureProvisioningConfig °
~Windows
-AdminUsername *
Scred.GetNetworkCredential () UserName °
-Password *

Requirements.
Sum = éuu Add-AzureProvisioningConfig °
-windows

Question 1 -AdminUsername *
scred. GetNetworkCredential (). Usernane *
~Passwor

Question 2 Scred.GetNetworkCredential () Password

uestion New-Azureservice -ServiceName Svisve
tion 3 . . >
~Lecation $loc
i New-AzurewM -ServiceName Sumsvc °
Question 4 YMs. Svm -VNetName Svnet
~ Expanton B
You need ¥

s e VAN conligumon object (ming the New-Ar

g miormann wh 44 the
whn ccnnoctng 1 e VAN uting
AnssPioOnRGCont s e

2 tha admisno <vdertiss 1
T 15 achveves by calhog 0 Ac

) .Password *

Svm_- New-AzurewwConfig -Name SvmHost
~InstanceSize Medium
~InageName $image | °
Set-AzureSubnet Ssubnet

New-AzureService -ServiceName Svmsvc ©
~Location $loc

New-Azure -ServiceName Svmsve ©
-Ws Svm -WNetName Svnet

WM
“MyCus tom_Windows-Server-2012-Datacenter-Image. vhd"

You can’t reference
X Svm before it has
been assigned.

Svm
-windows
-AdminUsern

-Passwor

Add-AzureProvisioningConfig °

ane
Scred GetNetworkCredential() UserName

Scred. GetNetworkCredential () Password

New-AzureService -ServiceName Svmsve ©
-Location $loc

New-AzureM -ServiceName SvmsSvc ©
-Wis Svi -WNetName Svnet

Svm_- New-AzurewConfig -Name Svmkost °
-Instancesize Medium
-InageName Simage |
Set-AzureSubnet Ssubnet

New-AzureW -ServiceName Svmsvc
-Wis Svn -VNetName Svnet

New-AzureService -ServiceName SvaSvc ©
-Location 51

The order is
not important!




Question about Uploading Disks with PowerShell

A virtual machine (VM) on premuses running Windows Server 2012R2 has been properly prepared for
upload to Windows Azure. The VM const K

m disk and one dat.

of ane oparating s

You need VM virtal hard drives (VHDs) 1o a Windows Azure
deploy them as a new VM with both disks attached and online

upload both of th

orage account and

Select the

rrect options to comy

e the PowerShell script
Choose the correct options The -OS Windows
—r flag should be used

s s on the myosdisk not
prerp— the mydatadisk!

e [nession

Adé AzumDialies per

To create a new VM from two properly prepared VHD files located on premises, you must first upload the
Newazuroa rvicamen Saycloudevet <Lasation "Bust wo images to a Windows Azure storage account. This is done using the Add-AzureVHD cmdlet, which

must be executed once per VHD file. This action is executed in actions 1and 4

-

Next you must make the VHD files usable in Azure. To do this, you use the Add-AzureDisk cmdlet twice,
once per VHD at actions 2 and 5. The parameter to use for each of these commands at choices 3 and 6 is -
MediaLocation. In this case, the cmdlet would be slightly different for each VHD. For the operating system
disk, you should use the -OS switch ar choice 7 to denote that the disk is bootable and also specify the
operating system as Windows or Linux

Next at Step 8, to begin assembling the configuration of the new VM in Azure, you should use the New-
AzureVMConfig cmdlet. This cmdlet allows you to specify the first disk image to use as the boot image and
the size of the VM to create. This cmdlet also allows you to specify the size of the VM to create using the -
InstanceSize switch at step 9.

Next you must add the data disk using the New-AzureDataDisk cmdlet at step 10, specifying the Image
name and the -import switch. The -import switch denotes that an existing image file is 1o be used for the
datadisk. Alternatively, you can use the -CreateNew switch to attach a new blank disk, but not in this
scenario

Finally, you must execute the New-AzureVM cmdlet at step 11 to create the actual VM using the
configuration specified

You need to complete the PowerShell commands to implement the Azure Traffic Manager configuration to
meet the user experience requirements,

Select the correct cmdlets, parameters or values from the list of options.

Complete the Case Study

Overview Sprofile - [NewAzreTraicManagerProfie ‘ Name “CompanybProfile” -DomainName

“Companytiprofile. trafficmanager.net” -LoadBalancingMethod | Perfomance”

Business
Requirements -Tt1 30 “Hetps™ w3 |
Sprofile ure o | icManag e Sprofile
Technical

“CompanyBapp-eu. cloudapp.net” -Status "Enabled” -Type “Azurewebsite”

sororite - | | “Traticunagerprofile Sprofile

ServiceDefinition.csd

ef
4 | anagererofile $or

“CompanyBapp-us . cloudapp.net” -Status “Ensbled” -Type “Azurewebsite”

A Explanation

When seing up Azure Traffic Manager for the first time, you must create a profile using the New-
AzureTrafficManagerProfile cmdler, which provides parameters for the domain to be managed and the
LoadBalancingMethod to be used.

The LoadBalancingMethod should be set to Performance because that method directs the traffic to the
location that has the lowest latency for the client accessing the website

Once the TrafficManagerProfile is in place, you can start adding the endpoints to direct traffic to. This is
done using the Add-AzureTrafficManagerEndpoint cmdlet and passing in the profile, the domain to direct
traffic to, and the type. At this point the endpoint can also be enabled

Finally, after the endpoints are added, you call the Set-AzureTrafficManagerProfile cmdlet, which applies
the settings in the profile and activates the profile.

You' should not use: the Set-AzureTrafficManagerEndpoint cmdlet because it is used to modify the
configuration of an existing endpoint. For example, you could use it to disable an endpoint for maintenance
reasons.

You should not use the Test-AzureTrafficManagerDomainName cmdlet because this tests if the domain is
available to use as 3 Traffic Manager domain. You should have done this already before you begin building
the profile and adding endpoints, although it is not essential to perform the test

You should not choose Failover as the LoadBalancingMethod. Failover routes traffic to the secondary "‘ ~
endpoints only if the first endpoint configured returns an HTTP status code greater than 400 or it takes over
30 seconds 1o respond, Because the traffic must be routed to the closest endpoint, this is clearly incorrect .'/




You create an Azure file share named aspnetresources that contains resources used by ASP.NET
developers.

You are creating an image that will be used to create ASP.NET virtual machines (VMs). You assign the
password "123Dev$*XYZ" to the Administrator account.

You need to ensure that the file share is automatically mounted each time a VM is created. The file share
should be accessible even after the VM is rebooted.

You need to write a script to meet the requirements. Complete the script by selecting the appropriate script
segments from the lists.

Complete the Case Study

Background soud = | 1TisViERzG
+ -
Bidingss sacct = |companyo
4 requirements ‘mm :Spud ‘
You should use the following script: .
SIS MRS Technical Ee . ]
$pwd = =
9ValRru/FwbHndqR7EATVrEnAy3inRfAppsYHPcs5bmn1lyZsXJNULwRDpthIL171sYjEt2zGJZfNRLzZNESof cA==
$acct = companyo
cmdkey /add:companyo.file.core.windows.net /user:$acct /pass:$pwd
net use e: \\companyo.file.core.windows.net\aspnetresources
When creating a persistent mounted file share on a Windows VM, you need to first store the credentials.
You do so by using the cmdkey command with the /add option. You need to pass the name of the storage
account to the /user option and the storage account key as the /pass option.
Next, you need to call net use to create the mounted share and associate it with a drive letter.
You should not set the variable used to store the password to the Administrator account password. The
stored credentials need to be those of the storage account, not the Administrator account.
You should not set the variable used to store the account to Administrator. The stored credentials need to
be those of the storage account, not the Administrator account.
&
You should not use the following command:
)
$ctx=New-AzureStorageContext $acct $pwd

Question about CIDR

The development organization is standardizing on a virtual network configuration to be used for multiple
Azure subscriptions. You need to provide a virtual network configuration file that other teams can use. You
export the network configuration from your subscription and need to make changes to your virtual network
named VNET-Test to support the new network requirements that will be used for other teams.

Drag the code fragments to the appropriate location in the network configuration file to modify the file to
support these requirements. A code fragment may be used once, more than once, or not at all.

Complete the Case Study

Background <NetworkConfiguration
xmlns :xsd="http://www.w3.0rg/2001/XMLSChena™
xmlns :xsi="http://www.w3.0rg/2001/XHLSchema- instance"
Existing Environment | xnlns="http://schemas.microsoft .con/ServiceHosting/2011/67/Net
workConfiguration™>
<virtualNetworkconfiguration>

Interviews <ons /
«virtualNetworksites>
N <virtualNetworkSite name="VNET-Test™ Location="west US">
Business <Addressspace>
Requirements <AddressPrefix>10.0.0.0/22</AddressPrefix>
</Addressspace>
) <Subnets> R R )
Technical <Subnet name="DCs"> Not given enough information
Requirement; <AddressPrefix>10.0.0.0/29¢/AddressPrefix> .
equirements eitoat> to answer the question!
y <Subnet name="L0B-Apps">
Question 1 1%>10.0.0.8/28¢, ix
</Subnet>
Question 2 <Subnet name="Staging"™>
<AddressPrefix>10.0.1.08/27</AddressPrefix>
s </Subnet>

</Subnets>
</Virtualhetworksite>
Question 4 </virtualietworksites>

</virtualNetworkconfiguration> ’
</MetworkConfiguration> -—




Question about VM Workloads

As part of your company migration from on-premises workloads to Azure Virtual Machines (VMs), you
need to identify which Window Server core workloads are supported in Azure VMs.

For each type of workload, select a check box to indicate whether the workload is supported or
unsupported.

Choose the correct options

Server Workload Supported| Unsupported

Active Directory Domain Services

Active Directory Federation Services
DNS server I
Active Directory Rights Management Services
DHCP server

Q| OOy
SSL

EEE’DD

Microsoft server software support for Microsoft Azure virtual machines
https://support.microsoft.com/en-us/kb/2721672

DNS
https://azure.microsoft.com/en-gb/services/dns

Set up DHCP server in laaS Azure VM

https://social.msdn.microsoft.com/Forums/en-us/9ce70dc2-89d4-4947-a614-7eebdfca2162/set-up-dhcp-server-in-iaas-azure-vm-no-static-ip

by

Question about Connecting Two VNETs

Your company has created a virtual network named VN-Central in the Central US region. Virtual machines
(VMs) in that network host a web service named CustomerServicelnfo. An application deployed on a virtual
network named VN-NE in the North Europe region needs to be able to access the CustomerServicelnfo web
service.

You need to configure Azure to meet the requirements.
Select the five objects you should create.

Create a list in the correct order

Possible options Options to use

A local network for VN-Central

A site-to-site connection

A local network for VN-NE

A dynamic VPN gateway for VN-Central

A dynamic VPN gateway for VN-NE



https://social.msdn.microsoft.com/Forums/en-US/9ce70dc2-89d4-4947-a614-7eeb4fca2162/set-up-dhcp-server-in-iaas-azure-vm-no-static-ip
https://azure.microsoft.com/en-gb/services/dns/
https://support.microsoft.com/en-us/kb/2721672
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